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• +4configure�(�1� $�.A�

• /51� $�.26 �

2. � ngx_module_t"�

• �*����<0��C=
!.�8 '�

3. � ngx_command_t�,))����3-��

• �4>-.��	4# '

4. ��http"��� ngx_http_module_t��http{}. ��&����1�$
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• �11�@%�.�B�@%�+7&

• �;)���,���

• �9:�3�,���
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config��

• 
��	�����������

• 	�ngx_addon_name�
����

• adding module in /home/web/ngx_cache_purge/

+ ngx_http_cache_purge_module was configured

• �HTTP�	�����

• ��HTTP_MODULES�
���

• HTTP_MODULES="$HTTP_MODULES ngx_http_cache_purge_module"

• ��	��������Nginx

• ��NGX_ADDON_SRCS�
����

• NGX_ADDON_SRCS="$NGX_ADDON_SRCS 

$ngx_addon_dir/ngx_cache_purge_module.c"



configure����

• :'configure�"�.�6;�"�auto/options

• 2�#+�><--add-module�"	,+�8NGX_ADDONS�?

• @���!�35A
3)&A6;��=�-����linux�/epoll�7windows�/

iocp��.�0�6;�"

• * �%+�.�ngx_modules.c�makefile

• ����$1configure�94(�auto/summary



configure����
Configuration summary
+ using threads
+ using system PCRE library
+ using system OpenSSL library
+ using system zlib library

nginx path prefix: "/usr/local/nginx"
nginx binary file: "/usr/local/nginx/sbin/nginx"
nginx modules path: "/usr/local/nginx/modules"
nginx configuration prefix: "/usr/local/nginx/conf"
nginx configuration file: "/usr/local/nginx/conf/nginx.conf"
nginx pid file: "/usr/local/nginx/logs/nginx.pid"
nginx error log file: "/usr/local/nginx/logs/error.log"
nginx http access log file: "/usr/local/nginx/logs/access.log"
nginx http client request body temporary files: "client_body_temp"
nginx http proxy temporary files: "proxy_temp"
nginx http fastcgi temporary files: "fastcgi_temp"
nginx http uwsgi temporary files: "uwsgi_temp"
nginx http scgi temporary files: "scgi_temp"
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• init_master
• ����
��	��

• init_module
• �master�����

• init_process
• �worker�����

• init_thread
• ����
��	��

• exit_thread
• ����
��	��

• exit_process
• �worker�������

• exit_master
• master�������



�������ngx_cycle_t
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http�����

typedef struct {
ngx_int_t   (*preconfiguration)(ngx_conf_t *cf);
ngx_int_t   (*postconfiguration)(ngx_conf_t *cf);

void       *(*create_main_conf)(ngx_conf_t *cf);
char       *(*init_main_conf)(ngx_conf_t *cf, void *conf);

void       *(*create_srv_conf)(ngx_conf_t *cf);
char       *(*merge_srv_conf)(ngx_conf_t *cf, void *prev, void *conf);

void       *(*create_loc_conf)(ngx_conf_t *cf);
char       *(*merge_loc_conf)(ngx_conf_t *cf, void *prev, void *conf);

} ngx_http_module_t;



HTTP��	11�
�����

typedef struct {
ngx_array_t                handlers;

} ngx_http_phase_t;

typedef struct {
… …

ngx_http_phase_t           phases[NGX_HTTP_LOG_PHASE 
+ 1];
} ngx_http_core_main_conf_t;

static ngx_int_t ngx_http_access_handler(ngx_http_request_t *r)

static ngx_int_t ngx_http_realip_handler(ngx_http_request_t *r)

static ngx_int_t ngx_http_rewrite_handler(ngx_http_request_t *r)

void ngx_http_cache_purge_handler(ngx_http_request_t *r)

static ngx_int_t ngx_http_log_handler(ngx_http_request_t *r)

typedef ngx_int_t (*ngx_http_handler_pt)(ngx_http_request_t *r);

static ngx_int_t ngx_http_core_find_location(ngx_http_request_t *r)

typedef enum {
�
0��������,����������,���� �

�
0������,�����������������,��

�
0������	�������	�
����,��
�
0�����������������,��
NGX_HTTP_POST_REWRITE_PHASE,

�
0�������������,,����,��

�
0����������,,����,��
NGX_HTTP_POST_ACCESS_PHASE,

�
0��������������������,��

�
0�����������������,��

�
0�������
����,�
} ngx_http_phases;
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• 	HTTP�
��� ����

• 	HTTP�
�� �������������
• ��content�����

• ��	
���������������content���������

typedef struct {
ngx_int_t   (*preconfiguration)(ngx_conf_t *cf);
ngx_int_t   (*postconfiguration)(ngx_conf_t *cf);

void       *(*create_main_conf)(ngx_conf_t *cf);
char       *(*init_main_conf)(ngx_conf_t *cf, void *conf);

void       *(*create_srv_conf)(ngx_conf_t *cf);
char       *(*merge_srv_conf)(ngx_conf_t *cf, void *prev, void *conf);

void       *(*create_loc_conf)(ngx_conf_t *cf);
char       *(*merge_loc_conf)(ngx_conf_t *cf, void *prev, void *conf);

} ngx_http_module_t;

cmcf = ngx_http_conf_get_module_main_conf(cf, ngx_http_core_module);

h = ngx_array_push(&cmcf-
>phases[NGX_HTTP_ACCESS_PHASE].handlers);
if (h == NULL) {

return NGX_ERROR;
}
*h = ngx_http_auth_basic_handler;

clcf = ngx_http_conf_get_module_loc_conf(cf, ngx_http_core_module);
clcf->handler = ngx_http_proxy_handler�
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• ����	��
typedef ngx_int_t (*ngx_http_output_header_filter_pt)(ngx_http_request_t *r);
typedef ngx_int_t (*ngx_http_output_body_filter_pt) (ngx_http_request_t *r, ngx_chain_t *chain);

• ����
extern ngx_http_output_header_filter_pt  ngx_http_top_header_filter;
extern ngx_http_output_body_filter_pt    ngx_http_top_body_filter;
• �����
static ngx_http_output_header_filter_pt ngx_http_next_header_filter;
static ngx_http_output_body_filter_pt ngx_http_next_body_filter;

�	��1
���

ngx_http_next_header_filter��

ngx_http_output_header_filter_pt��

�	��2
���

ngx_http_next_header_filter��

ngx_http_output_header_filter_pt��

�	��3
���

ngx_http_next_header_filter��

ngx_http_output_header_filter_pt��ngx_http_top_header_filter



• 
�����
static ngx_http_output_header_filter_pt ngx_http_next_header_filter;
static ngx_http_output_body_filter_pt ngx_http_next_body_filter;

• ������

• 	����

���������

ngx_http_next_header_filter = ngx_http_top_header_filter;
ngx_http_top_header_filter = ngx_http_ssi_header_filter;

ngx_http_next_body_filter = ngx_http_top_body_filter;
ngx_http_top_body_filter = ngx_http_ssi_body_filter;

typedef struct {
ngx_int_t   (*preconfiguration)(ngx_conf_t *cf);
ngx_int_t   (*postconfiguration)(ngx_conf_t *cf);

void       *(*create_main_conf)(ngx_conf_t *cf);
char       *(*init_main_conf)(ngx_conf_t *cf, void *conf);

void       *(*create_srv_conf)(ngx_conf_t *cf);
char       *(*merge_srv_conf)(ngx_conf_t *cf, void *prev, void *conf);

void       *(*create_loc_conf)(ngx_conf_t *cf);
char       *(*merge_loc_conf)(ngx_conf_t *cf, void *prev, void *conf);

} ngx_http_module_t;



rewrite�����

• set

• if

• break

• rewrite

• return



	��rewrite�

• �����

• ���

• ���

• ��
��

• �
�������

• �	��

• ����

• ����
��



rewrite�������
ip&��"��

sp&���

request&�HTTP!�

ngx_http_script_engine_t

code&��
#�	�

text_len=5

text_data=” value”

ngx_http_script_value_code_t

ngx_http_variable_value_t
#����!�A���%
#�����"��%
#������

codes&!� 	��

stack_size&���$�

ngx_http_rewrite_loc_conf_t location���!� 	���
ngx_http_script_XXX_code_t��

code&��������

Index:
#variable ��

ngx_http_script_var_code_t

��set $variable value;����%!��
�#��ngx_http_script_value_code_t�ngx_http_script_var_code_t

Ip&��"��

sp&���

request&�HTTP!�

ngx_http_script_engine_t

!�A

!�B

ngx_http_variable_value_t
#����!�B���

	�

��

value&��������

�#�
$� �#�
$�

��������

• �
����

• ngx_http_rewrite_loc_conf_t->codes

• ������	

• ngx_http_script_engine_t

• ����

• ip

• ���

• sp
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typedef void (*ngx_http_script_code_pt) (ngx_http_script_engine_t *e);

typedef struct {
ngx_http_script_code_pt     code;
… …

} ngx_http_script_..._code_t;



�if���	����

location /only-one-if 
{ 

set $true 1; 
if ($true) { 

add_header X-First 1; 
} 
if ($true) { 

add_header X-Second 2; 
} 
return 204; 

} 

• if�
��{}���	�������



location /crash {
set $true 1;
if ($true) {

proxy_pass  http://127.0.0.1:9000;
}

if ($true) {
# no handler here

}
}

�if���	���
�

���



if�����	���

• if���rewrite(��$

• if {}�� '#���if���!

�����	%� '#

• if {}
���"��'#

• ��rewrite(�)��$��

��if�!&����	%�

 '#

• if {}� '#���rewrite(�

�� (��$



�	if��
����

• ��if
���

• ��.�*(%rewrite���%5�����rewrite5"�/�,!5"��

3�7�5"�%0���-��/

• if��7��&�������1#%4+��1��'
if {}�%���

 '�$1#��	2if {}��%��

• break�6��)rewrite5"��%�/



coredump������

Syntax: worker_rlimit_core size;
Default: —
Context: main

Syntax: working_directory directory;
Default: —
Context: main



gdb������

• bt/backstrace
• �!���%��


• f/frame
• �!�)���$"�


• p/print
• �!�)'��

• l/list
• �!��#(&� 

• x
• �!	����������

• i/info
• �!����i r��!�����



�������

Syntax: daemon on | off;
Default: daemon on; 
Context: main



debug�����������
��

Syntax: debug_points abort | stop;
Default: —
Context: main

• ��
• /�Nginx1��< �	8Bug��4�3��&6DE�(#debug_points��A�DE��2-��
+�!�DE

• 	��
• abort

• 4'0$>�coredump*
":.@9
• stop

• :.@9
• ����

• �Nginx1�=5ngx_debug_point()�)7�;����
• ssi1��?��the same buf was used in ssi�,%�
• ��� �B�C�?� “ngx_slab_alloc(): page is busy”,%�



��debug��error.log���	�

Syntax: debug_connection address | CIDR | unix:;
Default: —
Context: events

#�������DEBUG�	���������"�error_log���������	

���configure��%
--with-debug� !$



DEBUG�	
• ���


• SSL�

• 
����HTTP��
• �����

• ��	 ��

• 11������
• �������location

• ����������

• ��
������

• �������

• ����

• ����
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����� ��������� ngx_http_lua_module

ngx_stream_lua_module

������	
�����

lua����������	
���

Openresty
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Openresty��SDK
• cosocket51

• udp

• tcp

• ����
�%�	shared.DICT
• �"�
• ��'%��,'
• .���(2$���%��
• � ��(2$�������4��
• �2$
• ��)

• #�/3�

• !�

• *+6-

• ,0&

• "7



Openresty�����

• �U$NginxR
�s �Y���Q���q&NginxjVjc
�h5RAK
• �hQ�0`NginxjV� �SRAK

• v8hQW�A4�a�Dkicosocket-O��*LuaG�\[4:^W�AE�?�RSDK4��1

BKu�NginxR
�s �Y��m	/TCPL7R'Pk3�0`NginxjVj�SleepN6

• �hQ�oCp!QCPURAK
• l�Lua�T%;c.reX>�

• �U$NginxR��+L_�M�l�/I�gJ�ni)�+
• /�0`�n�+RLua SDK�v8�n�+w]bQN6F(H�<'Pw

• PdLua�T%*�2�Nginx�;c

• PdLua SDKfZQK�",*�r9#Nginx�'PgJ

• �=Lua�TRt@



Openresty�Nginx�������

• ndk_http_module
• Openresty,�-&��	��Nginx Development Kit�@��7!A���������

ngx_http_lua_module0&� �>+3

• >=--without-ngx_devel_kit_module.+&�

• ngx_http_lua_module�
• Openresty �HTTP$�lua2/3�,%�&����#?'B=)B;<�40�8+lua96�*:(

• >=--without-http_lua_module.+&�

• ngx_http_lua_upstream_module
• ��ngx_http_lua_module&�,5���lua2/ �"�,
�upstream1*,API

• >=--without-http_lua_upstream_module.+&�

• ngx_stream_lua_module
• Openresty ���TCP/UDP$�lua2/3�,%�&���8+lua96�*:(

• >=--without-stream_lua_module.+&�



Openresty�Nginx���������
• ngx_http_memc_module�

• content6")��
'!���%�Memcached�+#Nginx��)memcached!��	�GET����
����5)��

• 42--without-http_memc_module,(!�
• ngx_http_redis2_module�

• content6")��
'!���%�Redis��
• 42--without-http_redis2_module,(!�

• ngx_http_redis_module�
• content6")��
'!���%�Redis��73��redis!�*�Nginx!���(nginx.conf1$�
*�.Lua1/& )lua-resty-redis�
���(ngx_http_lua_module)tcp sdk�

• 42--without-http_redis_module,(!�
• ngx_http_postgres_module

• content6")��
'!���%�Postgres���7
• 42--with-http_postgres_module�(0!�

• ngx_http_drizzle_module
• content6")��
'!���%�Mysql�-Drizzle���
• 42--with-http_drizzle_module�(0!�



Openresty�Nginx��������1�
• ngx_http_headers_more_filter_module�

• rewriteI0�3A1LD2/��+A1L�$6HTTP�F
• ED--without-http_headers_more_module85/�

• ngx_http_rds_json_filter_module�
• D2/��"RDS.%�$C(�JSON.%
• ED--without-http_rds_json_module85/�

• ngx_http_xss_filter_module
• D2/��
Nginx*'ajaxB:A1
• ED--without-http_xss_module85/�

• ngx_http_rds_csv_filter_module�
• D2/��"RDS.%�$C(�CSV.%
• ED--without-http_rds_csv_module85/�

• ngx_http_srcache_filter_module
• �accessI0L�$D2-4,�H!location����<��$
• ED--without-http_srcache_module85/�

• ngx_coolkit_module
• )�K�#�?J�����Basic HTTP Authentication�@��� 7	��G��;;
• ED--without-http_coolkit_module85/�

• ngx_http_iconv_module
• D2/����"�G&>HTTP�$�K9=7���GBK�C(��K9=7���UTF8�
• ED--with-http_iconv_module�5/�



Openresty�Nginx��������2�
• ngx_http_echo_module�

• �contentR9T�*M<6@�=3�=-.G�2N�#/B?�*U

• PM--without-http_echo_moduleA>8�

• ngx_http_set_misc_module�

• 0(�ngx_http_rewrite_module8�?set1�

• PM--without-http_set_misc_moduleA>8�

• ngx_http_encrypted_session_module

• 
>AES256D;&�Q?OH�%�J%

• PM--without-http_encrypted_session_moduleA>8�

• ngx_http_form_input_module�

• rewriteR9L�K:�	�'POST�PUTK:�?FORMI��$�J7-nginx�Q���8�
>

• PM--without-http_form_input_moduleA>8�

• ngx_http_array_var_module

• '�Q�4FE ?���"�SC?,+��=-4F�Q�)�'4F�Q�PM�"�SCF�

=-5?!C��Q

• PM--without-http_array_var_moduleA>8�



Openresty���Lua���1�
• lua-redis-parser

• ����redis����Lua�������

•  �--without-lua_redis_parser����

• lua-rds-parser

• ����Drizzle!Mysql!PostGres�������Lua�������

•  �--without-lua_rds_parser����

• lua-resty-dns

• ��cosocket	�DNS��� �

•  �--without-lua_resty_dns����

• lua-resty-memcached

• ��ngx.socket.tcp	��memcached
��

•  �--without-lua_resty_memcached����

• lua-resty-redis

• ��ngx.socket.tcp	��redis
��

•  �--without-lua_resty_redis����



Openresty���Lua���2�
• lua-resty-mysql

• �
ngx.socket.tcp�46mysql�$9

• IG--without-lua_resty_mysql85/�

• lua-resty-upload

• �4	D�C0��)���6�>

• IG--without-lua_resty_upload85/�

• lua-resty-upstream-healthcheck

• IG��1+��H"E.-�1+�6�!3#��NL*JM6?2

• IG--without-lua_resty_upstream_healthcheck85/�

• lua-resty-string

• '�	hash�(��SHA1OMD5;�O�:�F%�(;��

• IG--without-lua_resty_string85/�

• lua-cjson

• '�LuaBA�Json(&<,�K6=7O@7�� 

• IG--without-lua_cjson85/�



Openresty���Lua���3�
• lua-resty-websocket

• ��ngx_http_lua_module�&�websocket�3(��-�!��-

• 86--without-lua_resty_websocket*'Lua�

• lua-resty-limit-traffic

• ��Lua42�&��+=9 #

• 86--without-lua_resty_limit_traffic*'Lua�

• lua-resty-lock

• �����	�(><���;���ngx_http_lua_module�(ngx.sleep %�&

• 86--without-lua_resty_lock*'Lua�

• lua-resty-lrucache

• ����&(LRU�Least Recently Used�.����15Nginx worker7,
'

• 86--without-lua_resty_lrucache*'Lua�

• lua-resty-core

• ngx_http_lua_module$���(SDK)��/(C API�&�0"$�
'ffi �:��&�

ngx_http_lua_module$��(SDK

• 86--without-lua_resty_core*'Lua�



Lua������



�Nginx��
	���Lua��

• init_by_lua/init_by_lua_block/init_by_lua_file

• context�http

• �Nginx�������Master�����Lua VM� �
���Lua��

• init_worker_by_lua/init_worker_by_lua_block/init_worker_by_lua_file

• context: http

• �Nginx worker���	�������ngx_module_t��init_process��

https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module


�11�HTTP	����Lua��
• set_by_lua/set_by_lua_block/set_by_lua_file

• context: server, server if, location, location if

• �Lua�%!��Nginx��ngx_http_rewrite_module���$(��
	���+ngx_devel_kit��

• rewrite_by_lua/rewrite_by_lua_block/rewrite_by_lua_file
• context: http, server, location, location if

• �Lua�%!��11�, �$rewrite, ����"&���)
• access_by_lua/access_by_lua_block/access_by_lua_file

• context: http, server, location, location if

• �Lua�%!��11�, �$access, ��)
• content_by_lua/content_by_lua_block/content_by_lua_file

• context: location, location if

• �11�, $content, 
"�����*����#���
r-

>content_handler���'�content���)��)Lua�%
• log_by_lua/log_by_lua_block/log_by_lua_file

• context: http, server, location, location if

• �Lua�%!��11�, �$log, ��)

POST_READ realip

SERVER_REWRITE rewrite

FIND_CONFIG

REWRITE rewrite

POST_REWRITE

PREACCESS limt_conn,
limit_req

ACCESS auth_basic, 
access, 

auth_request

POST_ACCESS

PRECONTENT try_files

CONTENT index, 
autoindex, 

concat

LOG access_log
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��rewrite/access���
�	Lua��

•rewrite_by_lua_no_postpone

•context: http

•�����rewrite��	����
�Lua�������

•access_by_lua_no_postpone

•context: http

•�����access��	����
�Lua�������

https://github.com/openresty/lua-nginx-module
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HTTP������

�.contentA+�proxy_pass"�

8�7,
�'��

*#9:�631
>!�-(��

*#&<$�-(��

*#"�/����-2http�?���

�=7,�;
8��;��

$%���?

�.���?

�=���?

$%�'2
����

�=����
�;8��;��

	@��0<$ ��
�4�

cache��

proxy_request
_buffering on

proxy_request_buffering off

proxy_buffering off

proxy_buffering on

cache)���5)��
cache

 �
cache

	@
cache



����-������

copy_filter:
����

header_filter�������

write_filter�����

postpone_filter:	����

http����

http����

http����



��	���������Lua�


• header_filter_by_lua/header_filter_by_lua_block/header_filter_by_lua_file

• context: http, server, location, location if

• �Lua�(�����+*$,���!�����ngx_http_lua_module'��

• body_filter_by_lua/body_filter_by_lua_block/body_filter_by_lua_file

• context: http, server, location, location if

• �Lua�(����
�*$,���!�����ngx_http_lua_module'��

• balancer_by_lua_block/balancer_by_lua_file

• context: upstream

• �Lua�("�����%��-&��#�	��'init_upstream�)� �
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�Openssl��SSL�
���Lua�	

• ssl_certificate_by_lua_block/ssl_certificate_by_lua_file

• context: server

• 
�Openssl��!�1.0.2e������SSL_CTX_set_cert_cb����Lua����

#"�����SSL"�����

• ssl_session_fetch_by_lua_block/ssl_session_fetch_by_lua_file

• context: http

• 
�Openssl��!�1.0.2h������SSL_CTX_sess_set_get_cb����Lua���

� ����Session�

• ssl_session_store_by_lua_block/ssl_session_store_by_lua_file

• context: http

• 
�Openssl��!�1.0.2h������SSL_CTX_sess_set_new_cb����Lua���

�	����Session�
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�Lua���	���
�
• ngx.get_phase

• context: init_by_lua*, init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, 
content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, 
balancer_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• init for the context of init_by_lua*.
• init_worker for the context of init_worker_by_lua*.
• ssl_cert for the context of ssl_certificate_by_lua*.
• ssl_session_fetch for the context of ssl_session_fetch_by_lua*.
• ssl_session_store for the context of ssl_session_store_by_lua*.
• set for the context of set_by_lua*.
• rewrite for the context of rewrite_by_lua*.
• balancer for the context of balancer_by_lua*.
• access for the context of access_by_lua*.
• content for the context of content_by_lua*.
• header_filter for the context of header_filter_by_lua*.
• body_filter for the context of body_filter_by_lua*.
• log for the context of log_by_lua*.
• timer for the context of user callback functions for ngx.timer.*.



Lua FFI

• ���Lua�
��C�
����	

• ffi.cdef�C&%�����#"��

• ffi.C(��'���

• tonumber�Lua&%�
���

• _M�Lua���"��$

• #s�Lua&��$ ���!�s*�

• ngx_atoi�Nginx���	������

�!�)����

lua-resty-string:   string.lua
local ffi = require "ffi"
local C = ffi.C
local tonumber = tonumber

local _M = { _VERSION = '0.11' }

ffi.cdef[[
intptr_t ngx_atoi(const unsigned char *line, size_t n);
]]

function _M.atoi(s)
return tonumber(C.ngx_atoi(s, #s))

end

return _M

typedef intptr_t ngx_int_t;
#define u_char unsigned char
ngx_int_t  ngx_atoi(u_char *line, size_t n) �…}



�������
•lua_malloc_trim

•context: http

•"N�6#�&C�(malloc_trim�$��.�(*;���9��,->50��11�<!�(

log<!����=3�1(>��0�2)
:50

•lua_code_cache

•context: http, server, location, location if

•��on2)Lua VM'��6#	����off2)"�6#�&%+(Lua VM

•lua_package_path

•context: http

•4/7&Lua �(8���

•lua_package_cpath

•context: http

•4/Lua7&C �(8���

https://github.com/openresty/lua-nginx-module
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���SDK
• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*, ngx.timer.*, init_by_lua*, init_worker_by_lua*
• ngx.config.subsystem

• _'Nginx/>,�!.http{}� c+http�Dstream{}� c+stream
• ngx.config.debug

• �32"c+4$NginxBa7Fconfigure;<)%#--with-debug
• ngx.config.prefix

• c+Nginx7F;Aprefixb5�@*�FA-p6Cconfigure --prefix81Ab5
• ngx.config.nginx_version

• �:-c+Nginx?=�!.1.13.6 c+1013006
• ngx.config.nginx_configure

• �������� .
��������� ��
����
�������� ����
..�������� ��,��
���������� �
�	
������
��������� �
�,	������
��������� ��,��������� �������*
��� �������������

• c+Ba;7Fconfigure*�A&9
• ngx.config.ngx_lua_version

• �������� .
��������� ��
����
�������� ����
..�������� ��,��
���������� �
�	
������
��������� �
�,	������
��������� ��,��������� �������*
��� �������������

• �:-c+ngx_http_lua_module?=(�!.10013�ngx_http_lua_version0�



��������SDK

• ngx.var.VAR_NAME

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*

• ���&�VAR_NAME%�Nginx�"�&����set��"�&��Nginx �!

�"�&�	�http_HEADER�$arg_NAME�(��
��&"����'��#�

�"�&(



������	��

•lua_check_client_abort

•context: http, server, location, location-if

•�
�����$#����� ��	�!ngx.on_abort���Lua��&%��$

• ok, err = ngx.on_abort(callback)

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*

• �����"��$#���!�callback��

https://github.com/openresty/lua-nginx-module


�����	�SDK
• ngx.req.get_headers

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*

• �Lua table���$��	#�����#��&'��$�100��&

• ngx.req.raw_header�no_request_line�

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*

• $�! �������HTTP#��&�
�#�"�'���
#�"���%true

no_request_line=false
GET /t HTTP/1.1 
Host: localhost 
Connection: close 
Foo: bar 

no_request_line=true

Host: localhost 
Connection: close 
Foo: bar 



����URL�SDK
• ngx.req.get_method

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

balancer_by_lua*, log_by_lua*

• ��)���0���.#(�%��	��GET�

• ngx.req.http_version

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*

• 0�.#�(HTTP&"��	�1.122.0*

• ngx.req.get_uri_args

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*, balancer_by_lua*

• �Lua table(��0���.#(�1URI���,URI���!�$!
��-
�true3 �0�100���

• ngx.arg[index]

• context: set_by_lua*, body_filter_by_lua*

• �index+��/�'�.#�(��



	�
����SDK
•���lua_need_request_body

•context: http, server, location, location if
•Nginx�HTTP11�U8�S�?�O��!0<N9��EM,	�
&�K9�
�U8Lua�>+H�O�!0
<N9�YWL�T

SDK�
• ngx.req.get_post_args

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, log_by_lua*
• 
Lua table<2%Q�POSTN9�<I�/-�4�Q�100�)�

• ngx.req.read_body
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• 
�7<2%O�'�N9<�Y'N9:5�X�#CJO�*D�J�$3�M2;�A�Q�YO�
�<��VKRPget_body_data*Dget_body_fileG���"

• ngx.req.get_body_data
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, log_by_lua*
• 
Lua�B�(%Q�� �<�Y'N9�6JO�XN9�J .�@=1��XN9�� �3�Q
�nil

• ngx.req.get_body_file
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• Q�@=� .N9�<1���'�6JO�*D6J .F1�3�Q�nil

https://github.com/openresty/lua-nginx-module


HTTP�������
• ngx.HTTP_GET 

• ngx.HTTP_HEAD 

• ngx.HTTP_PUT 

• ngx.HTTP_POST 

• ngx.HTTP_DELETE 

• ngx.HTTP_OPTIONS (added in the v0.5.0rc24 release) 

• ngx.HTTP_MKCOL (added in the v0.8.2 release) 

• ngx.HTTP_COPY (added in the v0.8.2 release) 

• ngx.HTTP_MOVE (added in the v0.8.2 release) 

• ngx.HTTP_PROPFIND (added in the v0.8.2 release) 

• ngx.HTTP_PROPPATCH (added in the v0.8.2 release) 

• ngx.HTTP_LOCK (added in the v0.8.2 release) 

• ngx.HTTP_UNLOCK (added in the v0.8.2 release) 

• ngx.HTTP_PATCH (added in the v0.8.2 release) 

• ngx.HTTP_TRACE (added in the v0.8.2 release) 



�������SDK

• ngx.req.set_method(method_id)

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*

• 	HTTP�"�.#��*'��,!#�"

• ngx.req.set_header(name , value)

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*

• ���(�/��,!#,!�-0�value�nil��)%�/+�-

• ngx.req.clear_header(header_name)

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*

• �/��,!# �,!�-��ngx.req.set_header���nil��$�

• ngx.req.set_uri_args(args)

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*

• *'��,!#URI����
�&���ngx.req.set_uri_args(“a=3&b=hello%20world”) ��(
Lua table��

ngx.req.set_uri_args({ a = 3, b = "hello world" }) �



�������SDK
• ngx.req.discard_body

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• �-24�?J:��

• ngx.req.set_body_data
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• HD.�J:?J:���)T/Q�K!'J:��

• ngx.req.set_body_file(filename, autoclean)
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• �A@5	9HDJ:�?��T/Q�K!'J:��TEautoclean��true��J:1F'"
�P
N�A@5	�I�RG�false

• ngx.req.init_body(buffer_size)
• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*
• �&�S�BC� �>�append_body$finish_body�>��,>0J:��TEbuffer_size;8�O�
��>Nginx(63�?client_body_buffer_size��C� %+T

• ngx.req.append_body
• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*
• #C� ���J:���)TE=�?��%+M�C� ��*�����75	�

• ngx.req.finish_body
• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*
• �>init_body$append_body=�'��"�/QL>I6<



��URI����SDK

• ngx.req.is_internal

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*, log_by_lua*

• ����(���$�����*%&'��$�

• ngx.req.set_uri(uri, jump)

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*

• 
���$��URI,jump+#�false�!�true��rewrite_by_lua*����� 	rewrite��)"

location%&

• ngx.exec

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*

• ����$��URI��"location�*%&



HTTP�������
• HTTP�������

• context: init_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, 

ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• HTTP������

• value = ngx.HTTP_FORBIDDEN (403) 
• value = ngx.HTTP_NOT_FOUND (404) 
• value = ngx.HTTP_NOT_ALLOWED (405)
• value = ngx.HTTP_NOT_ACCEPTABLE (406) (first added in the v0.9.20 release) 
• value = ngx.HTTP_REQUEST_TIMEOUT (408) (first added in the v0.9.20 release) 
• value = ngx.HTTP_CONFLICT (409) (first added in the v0.9.20 release) 
• value = ngx.HTTP_GONE (410) 
• value = ngx.HTTP_UPGRADE_REQUIRED (426) (first added in the v0.9.20 release) 
• value = ngx.HTTP_TOO_MANY_REQUESTS (429) (first added in the v0.9.20 release) 
• value = ngx.HTTP_CLOSE (444) (first added in the v0.9.20 release) 
• value = ngx.HTTP_ILLEGAL (451) (first added in the v0.9.20 release) 
• value = ngx.HTTP_INTERNAL_SERVER_ERROR (500) 
• value = ngx.HTTP_METHOD_NOT_IMPLEMENTED (501) 
• value = ngx.HTTP_BAD_GATEWAY (502) (first added in the v0.9.20 release) 
• value = ngx.HTTP_SERVICE_UNAVAILABLE (503) 
• value = ngx.HTTP_GATEWAY_TIMEOUT (504) (first added in the v0.3.1rc38 release) 
• value = ngx.HTTP_VERSION_NOT_SUPPORTED (505) (first added in the v0.9.20 

release) 
• value = ngx.HTTP_INSUFFICIENT_STORAGE (507) (first added in the v0.9.20 release) 

• value = ngx.HTTP_CONTINUE (100) (first added in the v0.9.20 release) 
• value = ngx.HTTP_SWITCHING_PROTOCOLS (101) (first added in the v0.9.20 

release) 
• value = ngx.HTTP_OK (200) 
• value = ngx.HTTP_CREATED (201) 
• value = ngx.HTTP_ACCEPTED (202) (first added in the v0.9.20 release) 
• value = ngx.HTTP_NO_CONTENT (204) (first added in the v0.9.20 release) 
• value = ngx.HTTP_PARTIAL_CONTENT (206) (first added in the v0.9.20 release) 
• value = ngx.HTTP_SPECIAL_RESPONSE (300) 
• value = ngx.HTTP_MOVED_PERMANENTLY (301) 
• value = ngx.HTTP_MOVED_TEMPORARILY (302) 
• value = ngx.HTTP_SEE_OTHER (303) 
• value = ngx.HTTP_NOT_MODIFIED (304) 
• value = ngx.HTTP_TEMPORARY_REDIRECT (307) (first added in the v0.9.20 

release) 
• value = ngx.HTTP_PERMANENT_REDIRECT (308) 
• value = ngx.HTTP_BAD_REQUEST (400) 
• value = ngx.HTTP_UNAUTHORIZED (401) 
• value = ngx.HTTP_PAYMENT_REQUIRED (402) (first added in the v0.9.20 release) 



��������

• ngx.status

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*, log_by_lua*

• ��
���
������	���
�



�����	��
• ngx.header.HEADER
�ngx.header[�HEADER�]

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*

• �@@&@*��9+�-���=A, lua_transform_underscores_in_response_headers$�(?6

���-A

• 
	�nil'�"2	�{}�5.>8�=A��=���'��;�nil

•���lua_transform_underscores_in_response_headers

•context: http, server, location, location-if

•�!�<:SDK�-ngx.header0�API�71@4��='�(�3���=�/���#	

��-’_’)%�’-’�?6(��-

https://github.com/openresty/lua-nginx-module


�����SDK

• ngx.redirect(uri, status?)

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*

• ���"	%�� ��status&��302

• ngx.send_headers

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*

• �������#���$�"	1�����"	nil��
!

• ngx.headers_sent

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*

• "	��������$�����#



�������

•lua_use_default_type

•context: http, server, location, location if

• �$�
)Nginx'&"�*default_type���*Content-Type-��	�Lua�+*��

-�:81��:

•lua_http10_buffering

•context: http, server, location, location-if

•!���Lua(�*9HTTP/1.0�2*��$��.���5��Lua�+�%,3��

Content-Length�6#�0�74.��/

https://github.com/openresty/lua-nginx-module
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�����SDK
• ngx.print

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• tp��,7#�+�V2>\'r,7xlDUG8QX�/�[�q-g�^;?J,7'r0S�
.�*�Wngx.flush(true)(�)Q^;'r=!

• ngx.say
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• 	ngx.printY���.#�I*�"�Bh]

• ngx.flush(wait?)
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• 5,7'+2>\�wait&Cwk�false�PEflushDUG8QX�%/q-E?J,7K<u6`�sb
�NX're�$�:��trueE�flushDUG)Q�/q-Ei,7'r0S�ioE

• ngx.exit(status)
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, ngx.timer.*, balancer_by_lua*, 

ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*
• :status>=200E�exit�_O: nTXLua�Z�tp+Nginxq-,7ZM'r,7
• :status==0E�exit�_O: vR�&jHTTP11
vR�X@h�cd*dvRX@h

• ngx.eof
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*
• H9XA1,7�36`aLx4�HTTP/1.1�RFC2616��1�XchunkedfZMm�eof�A1Nginx'
��last chunk�MAF,7aL



Nginx�������

• Nginx�������

• ngx.OK (0) 

• ngx.ERROR (-1) 

• ngx.AGAIN (-2) 

• ngx.DONE (-4) 

• ngx.DECLINED (-5) 



�worker����SDK
• ngx.worker.exiting

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*, ngx.timer.*, init_by_lua*, init_worker_by_lua*

• ���
(��Nginx worker)$����*�

• ngx.worker.pid

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*, ngx.timer.*, init_by_lua*, init_worker_by_lua*

• (�worker)$ID�"��	'�,��� ngx.var.pid�!&���

• ngx.worker.count

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*, ngx.timer.*, init_by_lua*, init_worker_by_lua*

• (�nginx.conf�+%#Nginx worker)$#�,

• ngx.worker.id

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*, ngx.timer.*, init_worker_by_lua*

• (���worker)$#����0�N-1�



������

• ������

• context: init_by_lua*, init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, 

content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, 

balancer_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• ngx.STDERR 

• ngx.EMERG 

• ngx.ALERT 

• ngx.CRIT 

• ngx.ERR 

• ngx.WARN 

• ngx.NOTICE 

• ngx.INFO 

• ngx.DEBUG 



�����SDK

• print(…)

• context: init_by_lua*, init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, 

content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, 

balancer_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• ��notice��	
��error.log���

• ngx.log(log_level, …)

• context: init_by_lua*, init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, 

content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, 

balancer_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• ����
��log_level���
�error.log���



��error.log�����SDK

•lua_capture_error_log

•context: http

•��Nginx�
#ngx_cycle_t->ngx_log_intercept_pt���	!API�#get_logs�"lua-resty-core ��


�$�����'�Nginx��)�&error.log�#����*(�����%���

• get_logs

local errlog = require "ngx.errlog“

local res = errlog.get_logs(10)

https://github.com/openresty/lua-nginx-module


��������SDK

• ngx.ctx
• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, 

content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, 

balancer_by_lua*

• &���HTTP���
��������	��$#���' ��(���'


%!"������ctx���



���
• context: init_by_lua*, init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, 
ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• ngx.escape_uri
• �
����URL��

• ngx.unescape_uri
• ��URL���
����

• ngx.encode_args
• �Lua table�URL����������	{foo = 3, [“b r”] = “hello world”}���

foo=3&b%20r=hello%20world
• ngx.decode_args

• �URL��������Lua table
• ngx.encode_base64

• �
�����base64��
• ngx.decode_base64

• �base64���
������
��
• ngx.quote_sql_str

• �SQL��
�����Mysql��



����SDK
• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, body_filter_by_lua*, 

log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, 
ssl_session_store_by_lua*

• ngx.crc32_short(str)
• ������CRC32������#�� �������30~60���

• ngx.crc32_long
• ������CRC32������#�� $�������30~60���

• ngx.hmac_sha1(secret_key, str)
• !
����SHA1������Openssl��

• ngx.md5(str)
• !
����MD5���

• ngx.md5_bin
• !
�����"	���MD5���

• ngx.sha1_bin
• !
�����"	���SHA1���



�����SDK�1�
• ngx.re.match

• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, 

ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• %��� "�	(�$	(������

• ngx.re.find

• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, 

ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• %��� "�	(�$	(���������1�*��1������+�������

• ngx.re.gmatch

• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, 

ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• %��� "�	(��$��&���)!'#&��
���	(�����



�����SDK�2�

• ngx.re.sub

• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, 

ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• �����������	�����
�����������

• ngx.re.gsub

• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, 

header_filter_by_lua*, body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, 

ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• ��������������������
�����������



���	�����

•lua_regex_match_limit

•context: http

•6�ngx.re#�.4�)API�5�&!�*��700.(�%PCRE�,2 1�&

!�

•lua_regex_cache_max_entries

•context: http

•��
�API�ngx.re.match, ngx.re.gmatch, ngx.re.sub, ngx.re.gsub�$�&#�.4�+

�-����3�	���+�&!�"'�8�4�!��'���&#�.4���

/+�8701024

https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module


cosocket����
•context: http, server, location

•lua_socket_connect_timeout

•;7SDK�0cosocket0@�>%%D�E9601��� ��(%D5��

•lua_socket_send_timeout

•;7SDK�0cosocket0�)�!�D0>%%D�E9601��� ��(%D5��

•lua_socket_read_timeout

•;7SDK�0cosocket0�)=!�D0>%%D�E9601��� ��(%D5��

•lua_socket_buffer_size

•;7cosocket�0=6�����E9�4K/8K

•lua_socket_pool_size

•;7*�cosocket@�+�0'�@�"�*�worker?2��>��/LRU4-�BF.,@�

•lua_socket_keepalive_timeout

•;7*�cosocket@�0'�3C%D�5
HTTP0Keepalive��E9601

•lua_socket_log_errors

•��cosocket�A%&�:�A<$�8Nginx0error.log#	�

https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module


TCP cosocket�1�
• ngx.socket.tcp

• rewrite_by_lua*, access_by_lua*, content_by_lua*, ngx.timer.*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*
• �-TCP�cTcosocket*er.LCAV�ncosocket2]5(<�l9K��.�oJ[F@�^��n*e
• connect

• l9�PD��IPX�2]unix#$�
• sslhandshake

• ",Z-W&TTCPl9�kaSSL:4
• send

• +O0�m�*Xr"send?Mj!@�(,Z+R3/T'_N6f��Hsocket\���
• receive(size)2]receive(pattern?)

• ^cosocket�9;size�'_TO0�E9;h@���j!�U�Qhg@G��Ssettimeoutqsettimeouts?
M2]lua_socket_read_timeout7�)	�

• pattern�*abVpU9;O0�U�l9�n
• pattern�*lbV9;p>aO0�U�;�LF�IrLC�=@Y *l

• receiveany(max)
• ^cosocket�9;�1=8�j!�B%9;max'_�`�Hd\��=8gimax�
�j!max'_=
8�



TCP cosocket�2�
• ngx.socket.tcp

• receiveuntil(pattern, options?)
• h(P�b$N7RLuak�'@L�S�pattern l�;<�R-\M

• close
• �oTCPj;

• settimeout(microseconds)
• _ZdAAq�`Aq%A3P)connecttsendtreceive@L��#?"�	IU

• settimeouts(connect_timeout, send_timeout, read_timeout)
• ��_Zconnecttsendtreceive@LRdAAq�"�IU

• setkeepalive(timeout?, size?)
• �ocosocket/c�205�TCPj;=�keepalivej;K�BnWpAq	timeout�"�IU��_	0^T
J�gE�]6Q`#?��Plua_socket_keepalive_timeout8�R�u

• size8.
j;K�/5��OD�RB,j;?��XsG�4`�OD�Rj;KAC>��6Q`#?
A�Plua_socket_pool_size8�R�uf�size�r&�HworkeriV���9LRU�oe[RWpj;

• ]�FbY�!C?:��`@L�h(ma�7�connection in dubious state�
• getreusedtimes

• h(5�TCPj;*P
+1G
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 �accept

 �accept

��EAGAIN

����

�	����'&�

�	����'&�

ACCEPT%���

ACCEPT%����

"
EAGAIN$�
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ACCEPT%���
���!�#�



��	���������

local client = redis:new()
client:set_timeout(30000)
local ok,err = client:connect(ip,port)
if not ok then

ngx.say("failed: ",err)
return

end

Openresty�������

�����
���post_handler���

���������

����
body���
ngx_http_upstream_init�

rc = ngx_http_read_request_body ( r, ngx_http_upstream_init) ;
if ( rc�= NGX_HTTP_SPECIAL_RESPONSE) {

return rc ;
}

ngx_int_t
ngx_http_read_client_request_body (ngx_http_request_t  * r,

ngx_http_client_body_handler_pt  post_handler) 

void
ngx_http_upstream_init (ngx_http_request_t  * r )
{



������TCP cosocket

• ngx.req.socket
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*

• ������� �socket������cosocket������	������

receive
receiveuntil���



SSL����
•lua_ssl_ciphers

•context: http, server, location

•��cosocket�����SSL���

•lua_ssl_crl

•context: http, server, location

•��SSL��CRL������

•lua_ssl_protocols

•context: http, server, location

•��cosocket��SSL	����

•lua_ssl_trusted_certificate

•context: http, server, location

•�� �cosocket������
�����

•lua_ssl_verify_depth

•�� �cosocket�����������

https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module


UDP cosocket
• ngx.socket.udp

• rewrite_by_lua*, access_by_lua*, content_by_lua*, ngx.timer.*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*

• �UDP�:0cosocket�=�$!5�',

• setpeername

• ;3�26.0���IP2� 4unix���

• send

• �-�B?UDP�:0cosocket�A��2

• receive(size?)

• 5cosocket�#%)�size��60-��E9size�8192�6F7�8�0>((D��/settimeout', 4

lua_socket_read_timeout"����*#%���@�nil

• close

• 
Ccosocket�=

• settimeout(microseconds)

• ;3receive<�',0>((D��&�	�+1



��SDK�1�
• co = ngx.thread.spawn(func, arg1, arg2, ...)

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, ngx.timer.*, ssl_certificate_by_lua*, 

ssl_session_fetch_by_lua*

• /�?B673�0nginxngx_http_lua_module'�4�=��:E

• 	�func�73��:1
"�arg�funcC<1�"�A��>�Lua thread

• ok, res1, res2, ... = ngx.thread.wait(thread1, thread2, ...)
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, ngx.timer.*, ssl_certificate_by_lua*, 

ssl_session_fetch_by_lua*

• 5�1��9��?B673�:�,�A��ok;2�$73#�)�8%�!�&1

resA�� -(�#+�func1A��

• ok, err = ngx.thread.kill(thread)
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, ngx.timer.*

• D*)�@:1?B673��.73���:



��SDK�2�
• coroutine

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, init_by_lua*, ngx.timer.*, header_filter_by_lua*, 

body_filter_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

• create

• ��Lua�)����,�-

• resume

• �-���4"�-(�)��+���-.yield�1(�)

• yield

• �1���-(�)

• wrap

• ��Lua�)��52/'3�
 �&��)��-�	(!$�*�resume�

• running

• 3�#��-(�)�0

• status

• 3��)(%����running6suspended6normal6dead



�����	sleep���lua-resty-lock

• ngx.sleep(seconds)

• context: rewrite_by_lua*, access_by_lua*, content_by_lua*, ngx.timer.*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*

• *,�Lua�C BA^92Z�seconds�HD�0.001��;E�_'3UQNginx�@(2�)>���[!

NginxRL

lua-resty-lock��	��
• obj, err = lock:new(dict_name, opts)

• J���&%��0+X*O
• optsT\�.

• exptime�NIX@Q52Z��5�J�V/X_]M30E�HD�;E
• timeout�lock1<@4#G-2Z�]M5E�HD�;E
• step�X3?ngx.sleep1<)>@�step(�	F^8sleep@2Z_]M0.001E
• ratio�(�:Psleep2Z@"Y=�]M�2
• max_step�(�	4#sleep2Z�]M�0.5E

• elapsed, err = obj:lock(key)
• K��
key@X�S�G-@2Z�$76K��X�S�nil

• ok, err = obj:unlock()
• V/X

• ok, err = obj:expire(timeout)
• WInew1<��@timeoutT\



���SDK
• hdl, err = ngx.timer.at(delay, callback, user_arg1, user_arg2, ...)

• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, 

ssl_session_store_by_lua*

• 0�#2��#2�S��,Pcallback�/�user_arg3�/?�/^

• delay3(Y,P2\���D�JB�:D^0QCF����?VZKLE�,Pcallback

• callback?G]��/3&$�?premature�"QC#2�3�W1RS��� Nginx workerXE��[2'��H*#2�S

��M3@-U=callback�82premature��true�-�5+3user_argH�/

• callback>
<4)�T;�.�N�=!T;IAPI� ngx.location.capture��	�NO�)�T;?�/� ngx.req.*

• ngx.timer.every
• I�at�A)
9daleyD%U=]6callback

• ngx.timer.running_count
• )�7�,P?#2�/Z

• ngx.timer.pending_count
• H*,P?#2�/Z



�������

•lua_max_pending_timers

•context: http

•��API�ngx.timer.at�#��$ ��
 ���!�(�	� ��
"�)�nil�*&

�1024

•lua_max_running_timers

•context: http

•��API�ngx.timer.at����$�'�� ��
���!�(�	� ��
 �'��

��%�$��error.log���N lua_max_running_timers are not enough�� ���*&256

https://github.com/openresty/lua-nginx-module
https://github.com/openresty/lua-nginx-module
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• ngx.req.start_time

• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*, log_by_lua*

• �����	�����
��



���SDK
• context: init_worker_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, ssl_session_fetch_by_lua*, 
ssl_session_store_by_lua*

• ngx.today
• �Nginx����#7-"&�)��yyyy-mm-dd�

• ngx.time
• ��2epoch#7�1970�1%1"0+�,�-. 

• ngx.now
• ��2epoch#7�1970�1%1"0+�,�-. �0�0.001�*.�

• ngx.update_time
• $!Nginx-1�#7

• ngx.localtime
• 5�'�#��-��#7�)��yyyy-mm-dd hh:mm:ss�

• ngx.utctime
• 5�UTC�-��#7�)��yyyy-mm-dd hh:mm:ss�

• ngx.cookie_time(sec)
• �epoch#7. 4��cookie��	3�-#7)��
�ngx.cookie_time(1547466623�5�Mon, 14-Jan-19 11:50:23 

GMT
• ngx.http_time(sec)

• �epoch#7. 4��HTTP�6�-(�#7)��
�ngx.http_time(1547466623�5�Mon, 14 Jan 2019 11:50:23 
GMT:2019-01-14

• ngx.parse_http_time(str)
• �HTTP�6(�#7)�-�/�4��epoch#7. 



�����	���shared_dict

• 
�

•lua_shared_dict

•context: http

•��Nginx+����
)Slab-(���'+0worker1,�������LRU%#�/5*�

reload�	&3����+����reload�shared_dict����

• SDK
• ���+�" $2!��+4.,��+

• context: init_by_lua*, set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*, log_by_lua*, ngx.timer.*, balancer_by_lua*, ssl_certificate_by_lua*, 

ssl_session_fetch_by_lua*, ssl_session_store_by_lua*

https://github.com/openresty/lua-nginx-module


shared_dict�SDK�1�
•value, flags = ngx.shared.DICT:get(key)

•k*0��DjCkeyR��k*�/��
•value�k*�o0R��/F�1+:^4ZjC��k*nil
•flags�_sete\Aflag	0�k*nil�(�k*e\ARflags

•value, flags, stale = ngx.shared.DICT:get_stale(key)
•k*0��keyR��@dB(jC��k*�/��

•value�k*�o0R��/F�1+�k*nil�jC�Nk*��
•flags�_sete\Aflag	0�k*nil�(�k*e\ARflags
•stale�/F�o04ZjC��stale	true�(�	false

•success, err, forcible = ngx.shared.DICT:set(key, value, exptime?, flags?)
•'0��e\o�2�7�1�hA<jCApMK]R�Yr7l[MK30��7�OE��Y&�N@L�m�h
-�1��k*.g

•key,value�o�2
•exptime�jCAp�"�	U�#XS�IUrqc	0aTJ�jC�bLRUMK�
•flags�P
!��%Rorqc	0��@V$32�>,1�
•success��53�k*9 :^.g
•err�nf�8
•forcible�_BQ
LRU6�MKi]Ro;	EHe\9 �m�1��	true

•ok, err = ngx.shared.DICT:safe_set(key, value, exptime?, flags?)
•W�set?L���+�1�hAG=LRU6`MKDjCRor�1�hA�k*nil)”no memory”



shared_dict�SDK�2�
• success, err, forcible = ngx.shared.DICT:add(key, value, exptime?, flags?)

• ?�set������7�.;M�"�Ekey$A ��L�false,”exists”,false

• ok, err = ngx.shared.DICT:safe_add(key, value, exptime?, flags?)
• ?�add����� �J/4*LRU'F652K1;MP� �J/�L�nil�”no memory”

• success, err, forcible = ngx.shared.DICT:replace(key, value, exptime?, flags?)
• ?�set��CG<���$A �;M�PEkey� ���L�false,”not found”,false

• ngx.shared.DICT:delete(key)
• 	����Okey�"&;��>
�set(key, nil)

• newval, err, forcible? = ngx.shared.DICT:incr(key, value, init?, init_ttl?)
• �3���key"&;� ���#����value�%L�=��;�newvalPEkey����"&;��0

-���L�nil,”not a number”,false

• init�(key� �/��9init+value��Ikey;�7�D��

• init_ttl�(init8,/�)!key;K1/N

• forcible�(init2HB/�:���7�.M��+���@�nil



shared_dict�SDK�3�

• length, err = ngx.shared.DICT:lpush(key, value)
• /-key��*��3���3�*�2"�,value51�length�"�3��*!%�,�#5���

 �LRU)(

• �&key�����"4���%�,value*3�5

• �&key���
���$4�3���1�nil,”value not list”

• length, err = ngx.shared.DICT:rpush(key, value)
• +	lpush�
�$�3�*�2"�,

• val, err = ngx.shared.DICT:lpop(key)
• �key��*3��2��1��,

• val, err = ngx.shared.DICT:rpop(key)
• �key��*3��2��1��,

• len, err = ngx.shared.DICT:llen(key)
• '0key��*3�*�,�#5.key��*��$3���1�nil,”value not a list”



shared_dict�SDK�4�
• ttl, err = ngx.shared.DICT:ttl(key)

• >�key� -�5<0=($B-��1#��)%+�=(4��>�ttl�0

• success, err = ngx.shared.DICT:expire(key, exptime)
• ;6key� �5-=($B��)key� �5����>�nil,”not found”Gexptime�0�8/+�=(

• ngx.shared.DICT:flush_all()
• *:��!'�5.�=(

• flushed = ngx.shared.DICT:flush_expired(max_count?)
• ���&�max_count(08/�
C�)�=(�5?"��

• keys = ngx.shared.DICT:get_keys(max_count?)
• ���&�max_count�@���max_countF9	1024�;6�0$8/��!'-@

• capacity_bytes = ngx.shared.DICT:capacity()
• ��7#>�������GErequire "resty.core.shdict"

• free_page_bytes = ngx.shared.DICT:free_space()
• ��7#>�����slab3,��2AD-��GErequire "resty.core.shdict"



Nginx�&�+ ��+ 
%Nginx��������
&��-!�#*Nginx��������*�.(5'�

• �+ &$���

• 	+#*�

• �+ �"�+ ,&�)

• �*����'��&*�

• �*� %���*�

• �*�� %���*�

• �*�����"�#*�

• �+ &���	�#�

• ��#*���

• postpone_filter,!��

• �)
��(����$

�*�

�*� �*� �*�

�*��*��*�

typedef struct ngx_http_request_s ngx_http_request_t;
struct ngx_http_request_s {

ngx_http_request_t               *main;//�*�
ngx_http_request_t               *parent;//#*�
---

�



Nginx���������

typedef struct ngx_http_request_s ngx_http_request_t;
struct ngx_http_request_s {

ngx_http_request_t               *main;//���
ngx_http_request_t               *parent;//���
���

�



location.capture���
• ngx.location.capture(uri, option)

• rewrite_by_lua*, access_by_lua*, content_by_lua*
• eGNginx8wb��N�[gLuai��)agVCjF8wb}0+�Jr�1`�vVcJr!Bx%;Sg
wb"���_x%wb"�{W$e�8wbmKD!wbIY6��

• }0��z8wbg/B��/B��Pn2�:��Q8wb}0g/B�B|5�<
5T�/B(��f
cosocket�
• }0�	Lua table�"-4�G.�

• status�/Bi
• header��Lua tableVC�:g/B6��7\]�6��>
4�6�����}0Lua table�@�Rl
gVCM�d^A}0G.

• body�/B"��(osHU
• truncated�7\/B"�sHU��	True

• option~�
• method�wbVc*����HTTPwbVc*?���t	GETVc
• body�unwb"���N&stringk3g#R
• args�unURI#R
• ctx��Lua tableVCun8wbAPI�ngx.ctx�(�fg��T9�
• vars��Lua tableVCun8wb�g'�
• copy_all_vars�X,LyD!wb�g'�p8wb�
• share_all_vars�X,��D!wb�g'�p8wb���O8wb'���E/ D!wb
• always_forward_body�qbody~�Zun���	hW=D!wb"��	8wb"�



location.capture���

• ngx.location.capture_multi({{uri, option},{uri, option},…})
• context: rewrite_by_lua*, access_by_lua*, content_by_lua*

• ! �03���2'�4�
�1)�2'����"�)uri5�+�

• ��%�2'*/�������#(��)�,&�	-.�0

• ngx.is_subrequest
• context: set_by_lua*, rewrite_by_lua*, access_by_lua*, content_by_lua*, header_filter_by_lua*, 

body_filter_by_lua*, log_by_lua*

• ���
4���2'$���2'



WAF(Web Application Firewall)���

• https://github.com/loveshell/ngx_lua_waf

lua_package_path "/usr/local/nginx/conf/waf/?.lua"; 

lua_shared_dict limit 10m; 

init_by_lua_file /usr/local/nginx/conf/waf/init.lua; 

access_by_lua_file /usr/local/nginx/conf/waf/waf.lua; 
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