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Syntax: worker_processes number | auto;

Default: worker processes 1;

Context: main
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* RIZE{T : [EFEIEITEEIETTRASIHSESF,

- SHRlT : ARBRH . M, EEEFEANFEHNEREIEZENES.

« DAEFHT | IS SAIREEFNATIETT , HIEWRETEEIEPITRE.

- ZIE3E : HEEERIE , BAERATFE . BRIRHERRwidOZR BRI,
o T{ELE : HFEWEZISIGSTOP , SIGSTP, SIGTIN, SIGTOUEEFELLELT.
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 Nginx worker RRJEERILFRIRZS
o RISHIHEHE R FcpuizOiT , RERIEES

Dz ~]# uptime
1 user, load average: 0.00, 0.01, 0.05

- 10:32:18 up 25 days, 23:43, 1 user, load average: 0.00, 0.01, 0.05
: 131 total, 1 running, 130 sleepi 0 stopped, O zombie

- BuJgeRYiRk A EiZ a1
o (A NHFZEIHR
« BIECPU M—HIEES G TIREI S — MHIE S 2 AE
- K3l
« @
- WEtliR : [ERFER
e Cost: <Sus
o IR ERNIR
o« ROHEENR
 EXKHEMTER
* #BEcpu


https://baike.baidu.com/item/CPU
https://baike.baidu.com/item/%E8%BF%9B%E7%A8%8B

FEIRAMBEERE Q S

{fETCP DEFER ACCEPT ZE}RQMBI LS

Syntax: listen address|:port] [deferred];
Default: listen *:80 | *:8000;

Context: server
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* Vmstat

memory
swpd free buff cache ' ] ' cs us sy id wa st

2 0 0 12773044 137824 1704168 9 O 1 198 0 0

0O 0 0 12772612 137824 1704172 © 974.1521, 0 099 0 0O

2251\ 3411

* Pidstat -w
« cswch/s ;| FRITJHA

11:05:56 AM UID PID cswch/s nvcswch/s . Command

11:05:57 AM 1000 2874 2.00 0.00- nginx

_D__O & e ——
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o NiceFF ML -20 - 19

. Priorityzj_'l,uﬁl_',ﬁ"#& 0-139 #define DEFAULT PRIO (MAX_RT_PRIO +NICE_WIDTH /2)

top - 20:14:28 up 15 days, 9:26, 3 users, oad average:

Tasks: 122 total, 1 running, 121 sleeping, 0 stopped,

%Cpu(s): ©6.2 us, 0.0 sy, 0.0 ni, 99.8 i1d, 0.0 wa, 0.0 hzi, .

KiB Mem : 3881692 total, 1180072 free, 380488 used, 2321132 buff/cach
KiB Swap: 0 total, 0 free, 0 used. 3176148 avail Me

PID USER ﬁn|-

855 root

1081 root 20
root 20
root 20
root 20
root 20
root 0
root rt
root 20
root 20
root rt
root rt

COMMAN
562388
129708
381096
190880

0

GOOOOOOOOGOO

VDU Omnmmmnmmoomonm g
loNoNoNoNoNoNoNoNoNoNoNol (M)
loNoNoNoNoNoNoNONORVVVIRI C
loNoNoNoNoNoNoNoNoNoNoNo) "=
loNoNoNoNoNoNoNoN ZHORSNG) =
ool SloNoNoNoNoNOR IR N)

0
0
0
0
0
0
0
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- IBE
e +-5
o (KR
» CPUE#EELHIE
o« [O/EFEEUATE
- 98 : BHEAE

* 5ms-800ms

#define SCALE PRIO(x, prio) \

max(x * (MAX PRIO - prio) / (MAX USER PRIO/2), MIN TIMESLICE)
static unsigned int task timeslice(task t *p)
{
if (p->static_prio < NICE TO PRIO(0))
return SCALE PRIO(DEF TIMESLICE*4, p->static_prio);
else

return SCALE PRIO(DEF TIMESLICE, p->static_prio);
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Syntax: worker_priority number;
Default: worker priority 0;

Context: main
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. S
Benchmarking reuseport 3 + STENER >
[ requests/sec  —@— latency (ms) —@— latency stdev (ms) { ! WORKER
200000 60ms
150000 45ms —— 9 > Q
{ WORKER
g > KERNEL
100000 30ms 5 APPLICATION
g g |
g - |
x !
, > s > 0
50000 15ms i 1 WORKER
0 oms
default accept_mutex off reuseport !
+ SOCKET ) Q
{ LISTENER
1 | WORKER
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RSS : Receive Side Scaling
- BERRT R EISE

RPS : Receive Packet Steering
o ARl RIS

RFS : Receive Flow Steering

CPUO

RPS

CPU1

polling - R

Interrupt handler

CPU2

wakeup
process

Network
Stack
v

.
.
N
N
N
N
N
N
N
N
T nterrupt to CPU

NIC

CPU3

!

—® copy packet

to user buffer

Ring buffer

CPUO

RFS

CPU1

polling qi

CPU2

CPU3

| process A ‘

| process B |

t

copy packet
wakeup

Interrupt handler|

rupt to CPU

NIC

!

copy packet
wakeup

Network
Stack
-

5
2\
B
X

Ring buffer

Q =ahaE
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Socket 1 Socket 2

@ Registers/Buffers
~1cycle <1ns
--v,cm r

~3 cycles ~1ns

N - '

~12 cycles ~3ns

‘ ‘ ~38 cycles ~12ns | ‘

QP!

QPI ~40ns

=
%g

~65ns
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worker cpu_affinity cpumask ...;

Syntax:
s worker cpu_affinity auto [cpumask];

Default: —

Context: main
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local access

remote access
¥ v
8 GB ||ch1-eee: prennes chl|| 8 GB
........ cou 0 cou 1 cou 4
8 GB I 172 cooomnc P P p Interconnect p cpu 5 ....... ch2|| 8 GB
m m
_______ C B .......
8 GB |[[ch3.it cpu 2 cpu 3 cpu B cpu 7 e ch3|| 8 GB
8 GB |lchd e processor 0 processor 1 : S ch4ll 8 GB
NUMA-node 0 NUMA-node 1




TCPi&EE:

BEE=KET

T B 1 DU K5 T

Client

SYN_SENT
( connect() )

ESTABLISHED

(write() )

FIN_WAIT_1
(close())

FIN_WAIT_2
TIME_WAIT

W»

—y, ACK=x* 1

Kw&’/
*/W/

ACK=y + 2

Server

LISTEN
(listen())

SYN_RCVD

ESTABLISHED

(read())

CLOSE_WAIT

LAST_ACK
(close())

O izt
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* net.ipv4.tcp_syn_retries =6

-« EEIOERAT , KSYNHYEIREL

* net.ipv4.ip_local port range =32768 60999
ENIEEITHA R0 AEE
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Syntax: proxy_connect_timeout time;
Default: proxy connect timeout 60s;
Context: http, server, location

Syntax: proxy_connect timeout time;
Default: proxy connect timeout 60s;

Context: stream, server



SYN RCVDIRZ

* net.ipv4.tcp_max_syn backlog
» SYN RCVDIRSEEZEAIRANEL

* net.ipv4.tcp synack retries
o IRENEEILERERY , RSYN/ACKRIERIRE]

Q =ahaE
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AR RIS YNIZTR ? O =i

LA RIS RIPHEUEIS YNIRSL | fRIER dyimbackloghAS | {ElRSS 28
AEENIERAFRSS

* net.core.netdev_max_backlog

- EWBMNR., ERERZDNRGIEIRSAGIIKE
* net.ipv4.tcp_max_syn_backlog

» SYN RCVDIRSEEZEAIRANEL
* net.ipv4.tcp_abort on_overflow

- BHGEREORT , XIFTRAISYNE#ZBIBRST , EFIER



tcp syncookies

recv SYN Y YN +ACK
1 5YN ety Sohs
. IEERIE
recv ACK T
SYN Queue E

: J accept()

Accept Queue

recv SYN send SYN cookie

\. j ;i , BEcookie
i %N',’ff”“ Rcools

Accept Queue

recv SYN ,“_ m *E r._ I,2

SYN Queue

Application

\‘ j accept()

Accept Queue

net.ipv4.tcp_syncookies =1
HSYNBAGUHIE |, FTRISYNAHANBAGY | I & HcookieFFLA
SYN+ACKHHIFFISIREIZEFin , IEEEFin&iRI3AT , Ik
FatRIER S P HEEHcookie B FTIR S 1%

FFcookieds BFFFISZS(A) , SHULLESFE TCPRIIEL)

BERXY , Blany FeEO. AR

Q 1= aial
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—tNEE Y - REIRY LR

- FERR2B
fs.file-max

RERF ORISR
R filenr] U BEEHBIE 2. 1IEFER. LR
fs.file-nr=21632 0 40000500

- FRBIAR

/etc/security/limits.conf

root soft nofile 65535
root hard nofile 65535

- PRBIHEE
Syntax:
Default: —

Context: main

worker rlimit_nofile number;



128 worker#BfE R KIEEE= Q i

Syntax:  worker_connections number;
Default: worker connections 512;

Context: events

BENginx 5 _LiF, NiFERIER
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* SYNPBASURSERKIET
* net.ipv4.tcp max_ syn backlog =262144

- ACCEPTPAFIEERkiEF

* net.core.somaxconn

o RBRExANbackloghA\FTHE

Syntax: listen address[:port] [backlog=number]

Default: listen *:80 | *:8000;
Context: server



Tcep Fast Open Q #Ehia

TCP Fast Open
(net.ipv4. tcp_fastopen)
Regular Fast Open

Client Server Client Server
1* Req T 1* Req T
z(grr< = 2x RTT< o
\i \i

2" Req , 2" Req <

1xRTT {




TCP Fast Open Q S

* net.ipv4.tcp fastopen : RFFFTFOLIEE
« 0: XA
1 : fEREF iR EILAERTFO
« 2 {EARSFESIEILAERETFO
3 TielFABFimtEiksSss , #BeILAERITFO

Syntax: listen address[:port] [fastopen=number];
Default: listen *:80 | *:8000;
Context: server

* fastopen=number

« ARHIEHEEERISYNIE | [REIEAKE | EETFOERMIRIRARKE
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«  FTIRHIEZRIMIE , FRRIR
AL AT =& AR

«  Nginx/Hlimit rateZFERIRIESE
e SCI

« HEB{FRFEAZEI

- EERRSEREEOSEIE
]

- AFEEO

- BT RERE

- EIEN

- BETERERE

Client

i = SND.WND = 360
s U,l_l'A - Usable = 360

SND.NXT =1
¥ Request
1. Send 140-Byte Request Length-140
v = SND.WND = 360 =
SDIRA=d Usable = 220 Seq Num 1\
140 Acknowledgmentﬁ_
Ack Num =141
SHD.NXT = 141 Window =260
3. Reduce Send Window to 260
L = SND.WND = 260
SND.UNA = 141 SNDWND = 260
SND.NXT = 141
o Request
4. Send 180-Byte Request |- Length=180
= SND.WND = 260 =
SND.UNA =141 Usable = 80 Seq Num: 141\
I 140 180 Acknowledgment -
Ack Num =321
Y s -
SND.NXT = 321 Window =50
6. Reduce Send Window to 80
SND.WND = 80 v =
Usable = 80 SND.UNA =321
SND.NXT =321
o Request
7. Send 80-Byte Request |-~ Length=80
SND.WND = 80 = =
Usable = 0 SND.UNA =321 Seq Num: 321\
-
m m Acknowledgment -
- Ack Num = 401
Window =0

9. Reduce Send Window to 0
SND.WND =0 =
Usable=0 SHD.UN$ 401

[140 [| 180 Jao

SND.NXT = 401

Server

RCV.WND = 360

2. Receive Request; Send Ack,
Reduce Window By 100

RCV.WND = 260

| 140

r
RCV.NXT =141

5. Receive Request; Send Ack,
Reduce Window By 180

RCV.WND = 80
| 140 | 180

A
RCV.NXT =321

8. Receive Request; Send Ack,
Reduce Window By 80 (to 0)

RCV.WND =0
[0 ] w0 [o

A
RCV.NXT =401

Q tzEaa



Byte
Oﬁset'ollllllll1llllllllzllllllll31111111I
0 Source Port Destination Port )
y Sequence Number
20
8 Acknowledgment Number Bytes
Offset
12 TCP Flags .
Offset Reserved CEUAPRSF Window
16 Checksum Urgent Pointer

TCP Options (variable length, optional)

TCP Flags Congestion Notification TCP Options
e —
‘ CEUAPRSTEF ' ECN (Explicit Congestion 0 End of Options List
Notification). See RFC 1 No Operation (NOP, Pad)
Congestion Window 3168 for full details, valid 2 Maximum segment size
C 0x80 Reduced (CWR) states below. 3 Window Scale
E 0x40 ECN Echo (ECE) Packet State DSB ECN bits 4 Selective ACK ok
U 0x20 Urgent Syn 00 11 8 Timestamp
A 0x10 Ack SmAck 00 01
P 0x08 Push Aoonoe Checksum
R 0x04 Reset No Congestion 01 00 ——————
S 0x02 Syn NoCongestion 10 00 Checksum of entire TCP
F 0x01 Fin Congestion 11 00 segment and pseudo
Recelver Response X : 09 header (parts of IP header)

Sender Response 1"

Offset

Number of 32-bit words in
TCP header, minimum value
of 5. Multiply by 4 to get
byte count.

RFC 793
e ————————

Please refer to RFC 793 for
the complete Transmission
Control Protocol (TCP)
Specification.

Q 1= aial
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linux N #%
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ECES
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2 tcp_sendmsg'g

8 tcp_push

1 A send &i%

10 48 4y i
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TCPiERIEIL

M+

13

3 %llﬁ*ﬁf{sz-sﬂfﬁ]\receiveﬁ}\@j
2 R L FFRYS3-54, A out_of order

iR 55 3%

linux P #%

receive gz
BAZY S$1-S2
/
SR T51-521 A receivefAZ
out_of_ /
orderfA
3

\

6 tcp_recvmsg

12 D4 N K R
1] H.backlogih %1l %3

4 il [Jjout_of_orderH HiS3-S4/i A receive A %]
) /

ol
s
-
-
0
-
.
v

8 2RI A&

7 bFireceivefA 51l CLHEFFAGHR . 5 1AHirecv RIS Esocket

13 recv 7 R 8] 4335 1 154-51 715 ¢

L
-
.
-
-
.
-
-
.
.
-
-
-
L-

Q 1= aial



TCPiEEEINAZZECS

ERS

AR5 45 .
PRIER S ﬁ%ﬁ
B B
r~ FERFF
P 4 FOIIENE, IR -
s}ﬁbﬁﬁtﬂ%ﬂfiﬁi}hl&& R mg
\ q Q e
\ receive 8 HHlFIH &
B

prequeu =

eBAZ

o fu B ARIR (A ? ARAR? AbFRH At EA % ?

10 L4451 B’\]‘#*ﬁ?&ﬁﬁ%-ﬁﬁl[ﬁ @&, 2tcp_recvmsg
1] H.backlog A 51| =

3 At receive FA 51| A CHE P 4R

[N

----

1 18 F recviZ I PH ZEsocket

1mWﬁ%ﬁ@§%%ﬂ%MM$%ﬁ

Q #z=atal
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R 5528

pist )
| & A%&%@Qﬁjﬂl(sz s1) |
1
55 4
BIERGENZ e
receive S RER 12 HHiZMREE {\
BAZI | | AR
==
. I . / , IS
1 4 REARSCFH DN Areceive BA B FHFI /f
9 52-S3%| A 4h 12 |0 mARSStE
out or 10 i PR EARBRE A, IUFERR, B8 $I A P25
der_BA {]:I ¥ X S2-S3 - | //
Zhy I 7 {*EE'I;%EDS?:-SGIQY 11 E%‘Jout_of_orderﬁjk§']E@S3-S4?E§§zﬁ—

backlog
sendamp

6 SocketIEfFF . A0 A backlogBAZl

13 iR [

2 1 A recviE I3 P ZEsocket
4 FE N EPAS ch I B3R /

15 recv 53R [ 24372 N (954-S1F 5 41

s
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nginxAERIFS

- PR ERATER

<SSBEEO

Syntax: client body timeout time;

Default: client body timeout 60s;

Context: http, server, location

- MIXSIEERATER

Syntax: send_timeout time;
Default: send timeout 60s;
Context: http, server, location

- LALEAEFEER

Syntax: proxy_timeout timeout;
Default: proxy_timeout 10m:;

Context: stream, server

O Eaial
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- PREEEIRE
e net.ipv4.tcp retriesl =3
- X3 ERRfE , EETIRHRET
e net.ipv4.tcp retries2 =15

- KB ERRE  RATCPERR
« (EEIERRE , SERRLAEBRIBETIEI O | ATRE D Tretriesi RENFIAEIA R LR



TCPEMEX

net.ipv4.tcp_rmem = 4096 87380 6291456

- EEFR/IME. BOAME. &AE , BIFT , BI=net.core.rmem_max
net.ipv4.tcp_wmem = 4096 16384 4194304

- BEFs/IME. BOME. &AE , B=FT , ZEnet.core.wmem_max
net.ipv4.tcp_ mem = 1541646 2055528 3083292

« RRLTREEN. EENENRE. &XE , BANRRIHE
net.ipv4.tcp_moderate rcvbuf=1

- HAEBIEREFERELN

Syntax: listen address|:port] [rcvbuf=size] [sndbuf=size];

Default: listen *:80 | *:8000;
Context: server

Q =ahaE
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net.ipv4.tcp adv win scale =1

N A% 1F = buffer / (2*cp_adv win_scale)
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ZHMANaglelFi% ?

Nagle&i%

- BR—EE ERNFEEREIMRY
- BRERFE—MIMEX
© BFE IR —IEEAIE

. AR

HFE% :
{REIEEM S :
Syntax:

Default;

Context:

BNagle&li% , tcp _nodelay off
EHNagle&lj% , tcp _nodelay on

tcp_nodelay on | off;
tcp_nodelay on;

http, server, location

(ETFTHTTP KeepAlivelE 4N

Syntax:
Default:

Context:

tcp_nodelay on | off;
tcp_nodelay on;

stream, server

- v = =z
v 5 5 3

w

ACK

ACK

ACK

ACK

ACK

ACK

ACK

Nagle

Non Nagle
(TCP_NODELAY)

Q =ahaE
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Syntax: postpone_output size;
Default: postpone output 1460;

Context: http, server, location



BHECORKE;X ? Q #E=Eial

Rettsendfile onFFRSRTERY , BREIHINBXIIREE | BTN

Syntax: tcp_nopush on | off;
Default: tcp_nopush off;

Context: http, server, location



A==t an ]

- HEEO
© REBZERGIRE
- BEEO (WiREIED )
- BRESIREIRE
- SEfFERE
- BEFNSBESENNS/IME

Q =ahaE
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]
i)l
&

- 1BEY EIHESO (cwnd HEESEOARN)
« BIKFENMACK , cwnd = cwnd +1
o 19— RTT, cwnd =cwnd * 2
{Ekie - BOXF threshold
- S RIAEEO
« BIKFENNACK , cwnd = cwnd + 1/cwnd
« BE—RTT , EAMI
HELE
« RERFTREEC
 RTOR#BHRT , threshold = cwnd/2, cwnd =1
 Fast Retransmit , Y¢Z!3 1 duplicate ACK , cwnd = cwnd/2 , threshold = cwnd

o 4Fast RetransmitHIIET , cwndFE& Sythreshold + 3*MSS



TCP Slow Start
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RTT5S5RTO

 RTT : Round Trip Time
- BIZIZE(L
=77
. YIIESEER(EIIATE]
- RimitiERTE)
- IXERERHAFBASLIERTA]
+ 1ESRTO
e RTO : Retransmission TimeOut

- I[EFRRINSER

RTT/RTO 3.

()

TCPit 5 H IRTO

& HARTT

Q =6t
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 NginxfYTcp keepalive
* so keepalive=30m::10

* keepidle, keepintvl, keepcnt

* LinuxfA3tcp keepalive
« RIFUBEEEA
* net.ipv4.tcp keepalive time = 7200
- FRNERXEERR
* net.ipv4.tcp keepalive intvl =75
« HRNBEITIRE

* net.ipv4.tcp keepalive probes =9



TCPi&EE:

BEE=KET

Client

SYN_SENT
( connect())

ESTABLISHED

(write() )

FIN_WAIT_1
(close())

FIN_WAIT_2
TIME_WAIT

Seq=
ACK x +2

Server

LISTEN
(listen())

SYN_RCVD

ESTABLISHED

(read())

CLOSE_WAIT

LAST_ACK
(close())

W =Bl



Wﬁﬂ*lﬁ E E'.Hklu\ O HBEatiE

« CLOSE WAITIKE
o NFRHIESE NI MR K AR
« LAST ACKIRTS
FHRIENKDIRRER R &RV FINAYACKHR S
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 fin_wait JK7S
* net.ipv4.tcp orphan retries =0

» RIXFINTRIMHYERITREL , OFH=ST8
 fin wait2k7s
* net.ipv4.tcp fin timeout = 60
 {REFEFIN_WAIT_2{AZSHIAT(E]
o time_waitiKSHITAEA ?




TIME-WAITIASIT R BATEFESEZIE? Q i

* MSL(Maximum Segment Lifetime) ﬁ%
.« IRMEAREFRTE

ESTABLISHED
ESTABLISHED

5
n
—‘
P
M
=

*

/ |

=

1 i
)
=
=
()] ]

=

—

=

=

3

o HHF2MSLEHKAITIME-WAITIAES
o (RUEED—IRXIRNBVERETAIN TIME-WAIT
ﬁﬁ'ﬁDZEZ:ﬂgﬁa sYN """"""""""""""""



TIME_WAITAL : tcp_tw_reuse O &g

o
* net.ipvd.tcp_tw_reuse =1 §{ T }
o % FIN FIN-WAIT-1
- FER . FAEFImRTFTERA Ak
LAERR{AZAREF TIME-WAITIRZS W<—ACK }TI(MOEEXXQ)IT
131 St 2 R — T —

LAST-ACK YN

« HFtimestampfY{F{E , BAER SR L
A LUEEIR BRI Mk

e netipvd.tcp timestamps=1 L ‘/SYN

SYN-SENT

‘ﬂ“

ESTABLISHED

ESTABLISHED
©
=
>
A
>N



TIME_WAIT{i{k Q i

* net.ipv4.tecp tw _recycle =0
» FERE , R ERE ARS8 LA TIME-W AT A% O
C FRR , FRRGIRSIER, EE S TESERREL

* net.ipv4.tcp max_tw_buckets = 262144
o time wait AIEREINRAE

- BHEEERXIER
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SANginx{NEFERE A close XIAIEREG | HRIEPXBZAKEIR Fimn & KAY
RE | MRS SEERZEFinKIERSTEXIEE | SEEFinBHTUEIRSTIIR
B 7 http response



lingeringfit HIES

Syntax: lingering_close off | on | always;
Default: lingering close on;
Context: http, server, location

off : X[ATHEE

« on : ANginx#itfr , ZAFPIERFKEEWSET ( #R¥EchunkEl& Content-LengthskE#P3<F ) B/ HTHEE , /U

JSENpSEAES
 always : ToSAEBEHINEE

Syntax: lingering_time time;
Default: lingering_time 30s;

Context: http, server, location

SRS, HIKAEEAFIERABTHIFNK | IRRIEMZIXAEE

Syntax: lingering_ timeout time;
Default: lingering_timeout 3s;
Context: http, server, location

SIREERET , NEFREGENAEKABRNIL , GENEHRBEIERIL | NIZZIXKAEE

@ wEraE



PARSTHE IE E /I RIEF X AERE Q e Hiia

SHEbE, SEIESENGIRIEERAN , B AERSTIZIBER IR, A
FERIFRKAEE
Syntax: reset timedout connection on | off;

Default: reset timedout connection off;

Context: http, server, location



TLS/SSLUHLIBF1EEE O i

Syntax: ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
Default: ssl session cache none;
Context:  http, server
o off

« ANMFEFESessionEF , ENginx 7T MY PR EIRE FimSessionZ 7B {5
* none

« AfEFHSessionZE{F
* builtin

 {&EFOpenssIfSessionE(Fz , HFERFPER , LA R—ZFimlImRiEEE ar HE|
BE—"worker#HFERT , SessionBfFz 4 S43
shared:name:size
« EXHERTRER , AFTEworker#EFER{HSessionE 7RSS, IMBALIE] FIF4000Session



TLS/SSLARfISiESRiiEtickets O wEhia

Nginx1G=ihSession PRHSEIEAtickets INE R LEEFin . S im NAKETLSIER L
tickets , EHNginxfFZIGIEf5E FA&1ESession,

SIa=UFRAEZAENginxEEEFPER | BRIATTLS/SSLEYZEMEH] , BLEXbE , MIsnEs
Eiftickets®3H,

EOEFESTEZIRS

Syntax: ssl_session_tickets on | off;
Default: ssl_session_tickets on;
Context: http, server

ERSTEENERT N ticketsAYEEFHIS

Syntax: ssl_session_ticket key file;
Default: —

Context: http, server



HTTP&EE W HEE Al

=

o RMEFIREL
o BRIV FHRIEEEURLD T IRSEREIRERE
- [R{ETCPIHZEHIRIS

Syntax: keepalive requests number;
Default:  keepalive requests 100;

Context:  http, server, location

Syntax: keepalive requests number;
Default:  keepalive requests 100;

Context:  upstream



gzip Eiﬁ Q =ahaE

&e

IS SCATE4ahttp &R |, IRFHZBIE TR

=R -

ngx_http gzip module , 1E]I--without-http gzip moduleZZEFHRIR

Syntax: gzip on | off;
Default: gzip off;

Context: http, server, location, if in location



YRR R AOWRL ? Qs

Syntax: gzip types mime-type ...;
Default: gzip types text/html;
Context: http, server, location
Syntax: gzip_min_length length;
Default: gzip_min_length 20;
Context: http, server, location
Syntax: gzip disable regex ...;
Default: —

Context: http, server, location
Syntax: ozip http version 1.0 | 1.1;
Default: gzip http version 1.1;

Context: http, server, location



EEESE B EL e

ozip proxied off | expired | no-cache | no-store | private | no last modified | no etag |

Syntax:
yHaz auth | any ...;
Default: gzip proxied off;
Context: http, server, location
* off
RIEGERE Liragim Az
* expired
ANER LR & B ExpiresskEB , BEEFRINBSRANEBLREHEISET . WEFEN N
no-cache
SNER_EiFFBA A “Cache-Control” k&R , BE{EEHE "no-cache™d , MIEH&NMAL
* no-store
SNER AR “Cache-Control” k&R , BE{EEHE "no-store™d , MI/EL4aMMAL
private

WNER B EH "Cache-Control” 3LEE , BE{E&BE "private”{E , N [E4500 5N
* no_last modified

WNER_EFmR iEE  “Last-Modified” SLEB , ME4500 5

° no_etag

SNIR LM iR "ETag” L&, NIE4EMRAL
* auth

WREZFIHERPEE  "Authorization” SLEB , NIELEMWAL
* any

E4aRrE kB LisRunma



Hitb[ 955238 Q g

Syntax: ozip _comp level level;

Default: gzip comp level 1;

Context: http, server, location
Syntax: gzip buffers number size;
Default: gzip buffers 32 4k|16 8k;
Context: http, server, location

Syntax: gzip vary on | off;
Default: gzip vary off;

Context: http, server, location



HE B S HIhttp213iY Q it

[BIRIEEZShttp/1.x MY

R KIRERTT



LR IORIMAL

- BRI

mﬁfﬁﬁﬁ
o MK
- FEEKX

- BPSEK : IERATFINFIES

o TOPSE/)\
. Emis

° Eluﬁﬁﬁ
- &S
- FiE=E/N
« BPSK

« IOPSK : &R FHEVIES

5iFarE

Q HzE=htial



/DRG0 Q iz

o {f4LiERN
« SendfileZE#E N
. N7FHE. SSDE THREAD POOL

° ﬁwEA NEW TASK TASKS QUEUE I_] Q O .
° AIO wogminTpg%(iiss D

X[AJaccess log 0 0 0

COMPLETED TASKS

[E48access log

BB Eproxy buffering?
e syslogE&{ LA HBIO

- &iEitlithread pool
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: read write
Py b it 2 ] read e Py A% bk 2 1) . :
) F’ ( b e
FLF 7 b ’ B b X bk PR
i T
BT
R IEd CPU # 1 b X
: P mwx | | CPUBN | mwg
RfR
82 |




@ HEadia

&8 FHF KN : BEEIO

St RIS KB sizefg , [EAdirectlOLIRE , % Buffered IOTRIU MR
TIPS IEFE

Syntax: directio size | off;
Default: directio off;

Context: http, server, location
Syntax: directio alignment size;
Default: directio_alignment 512;

Context: http, server, location



Q #z=atal

YL T T2 AL ERRES
B P 7 (] — — rr— B piantssE = e ——
write it
P b it 2 ] read o s k7 (6] fosl - e b
P 164
B X ehakid F 4 b X
1 | ' | ;
TG
PU $£ M :
$
MeE
B
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Syntax: aio on | off | threads[=pool];
Default: aio off;

Context: http, server, location
Syntax: aio_write on | off;

Default: alo_write off;

Context: http, server, location



SEF10& TS

AT I0--with-threads

WORKER PROCESS
EVENT CYCLE

NEW TASK :

O

THREAD POOL

TASKS QUEUE 8 O O

COMPLETED TASKS

Q #z=atal



EX IS @ eain

Syntax: thread pool name threads=number [max queue=number];
Default: thread pool default threads=32 max queue=65536;

Context: main



et o N s
SEIOHhRET 0w
FHLESPENERFHAUE | flalgzipR{EH

Syntax: output_ buffers number size;
Default: output_buffers 2 32k;

Context: http, server, location



empty gif fRIR O B

- 18R .
e ngx_http empty gif modulef&iR , 18T --without-http _empty gif moduleZZEFRfRLR
- IIRE :

- MBIURUESBEFTAZITE , BTEESFEX , Rinf ] <RIV LREUE—RZEGETEX , BEE
2N ESRETDOMINRIMEREIEFE |, FRLAGKIZEBAE FiEsee/)y | Ml * 1 A9gifE R RFRE/N (143
F1) , ERBKE R , FEBKRPERFITAER LiRIRS=E.

» NginxB]LAfEaccess HGHERENENERSEL , HMSEITARFITA. (BEERESEEIx1RYSEN
BHEIONEFE | empty giffSHUSE RIERTFS , IR TR,

Syntax: empty _gif;
Default: —

Context: location



access SR EY S Q e

Syntax: access_log path [format [buffer=size] [gzip[=level]] [flush=time] [1f=condition]];
Default: access log logs/access.log combined;

Context: http, server, location, if in location, limit except

bufferEkiA64KB

gzipERAR B/ 1

BidzcatffEEER



error.log A& AEF Q inEeia

. 1=

« EFARME NEMBER , EFE T debugi Bl HE |, (BXJdebugi BN EHES | &HIMERER)
HARESZ , IS HE R EHEINFF
BoBiEi
e error_log memory:32m debug;

° EEWT?:F Elu‘Hngﬁ

 gdb -p [workeriH#&Eid] -ex "source nginx.gdb" --batch
« nginx.gdbf{IARE

set $log = ngx_cycle->log
while $log->writer !=ngx_log memory writer
set $log = $log->next
end
set $buf = (ngx_log memory buf t *) $log->wdata
dump binary memory debug_log.txt $buf->start $buf->end



syslogtH¥

o2&

HEADER

MSG

@ {

Facility | Severity TIME EHLZ (ZP)

S———
Nov 03 20083 21:27:27 || pix-f: | | %PIX-5-111008: .%ifr:ﬁgﬂf'eb%;;f g;;f;‘;i%'he

Timestamp

Default- No Timestamp

Default Timestamp - (= )
Nov 03 2003 21:27:27 | [%PIX - [111008:

EMBLEM Timestamp - Facmty Seventy Message
:‘Nov 03 21:27:27 EST: | Code Level Number

(%PIX) (1=7) (6 digits)

Device-id:

* None (default)

¢ Hostname (e.g., pix-f)

« Context (e.g., admin)

« |P Address (e.g., 192.168.200.5)
« Text String (e.q., MyFavoritePIX)

Message Text

Q 1= aial



Nginx syslog Q t i

¢ server
© TEXsysloghrsS il
* facility
« ZDIRFC3164 , BYE : "kern” , "user” , "mail” , “daemon” , "auth” ,

n

“intern” , “lpr" , "news” , "uucp” , “clock” , "authpriv’ , “ftp" ,

"ntp” , "audit” , "alert” , “cron” , “local0” .. "local7"
o BfIAlocal?
* severity
« TENaccess.logHERIR B , BRtAinfoZ 5!
* tag
- EXHEAtag , EKIAI nginx”
* nohostname

«  ARMEsyslogFEAFEH B hostname



rsyslog5nginx Q i

rsyslogfit & :
$ModLoad imudp
$UDPServerRun 514

local6.* /var/log/nginx.log



sendfile B} TURFHEAE O Emim

D HAZ AR
>R DUREL

AR N ARSI
) _ | NIRRT R AR PP 2R 0P X
A % ' - | sendfile
| A '
TRAT | | socket ZmX — 0 —
| TEFF " | socket 427X

5

)
8
s



sendfile, Ei%10. FLI0BBRAR ? Q 1

location /video/ {
sendfile on;
alo on;
directio 8m;

b
HFXRINEIISMAT |, [ERAIOS directio



ozip staticfRIR Q feEEia

t=RIR -
ngx http gzip static module , JIF--with-http gzip static module/5 AR
IIRE :

MR [E)R. gz 3RS |, responseHRLAgziptBXheaderiR[A]. gz AFHIRN S

Syntax' gZiP_StatiC on | Off| always;

Default: gzip_static off;

Context: http, server, location



gunzipfRIR

fRIR :

ngx http gunzip module , JEJJ--with-http gunzip modulef5 FBtELR

IDgE :

SEPimASzFeziphd , Bi#E ENEEENE , WSS EEFE ARG EFin

Syntax:
Default:

Context:

Syntax:

Default:

Context:

gunzip on | off;
gunzip off;

http, server, location

gunzip_buffers number size;
gunzip buffers 32 4k|16 8k;

http, server, location

Q) =i



tcmalloc @ xS

- EERNAEFSECES
* FF&BESIE T ¢libe
+ FREAZEWE | MR
- BOAFEER
BREE/NMRAF

http://eoog-perftools.sourceforge.net/doc/tcmalloc.html




E Ha Tj-:—:t Q 1z=aial

Qﬁi%google perf tools , 5 ZltcmallocFE

* https://github.com/gperftools/eperftools/releases

o &miFEnginxBJ , MAIRIFiEIR
o CIEESHREHUTSIHUFRIIR NN SR
. Eﬁconﬁgureiﬁfﬁ@ﬁiﬁﬁ"]gﬁg MEEL

e --with-cc-opt=OPTIONS set additional C compiler options
» BT configureiZ ETEZAVEINEEL
e --with-1d-opt=OPTIONS set additional linker options

e --with-ld-opt=-ltcmalloc


https://github.com/gperftools/gperftools/releases

{EgperftoolsTEfinginx [EGEIA) &R Q txE=aia

* gperftoolsfE :
 https://github.com/gperftools/gperftools/releases
- ERET
« MR
* pprof --text
- BPRE
* pprof --pdf
. ﬁ{%ﬁﬁgraphviz
o fH -
 https://github.com/libunwind/libunwind/releases
- 1EIR

* ngx_google perftoos_module , E1F--with-google perftools modulefSFH

Syntax: google perftools profiles file;
Default: —

Context: main


https://github.com/gperftools/gperftools/releases
https://github.com/libunwind/libunwind/releases

WA MERLEEER Q #=aia

2 0.9% 51.3% 166 73.5% ngx_epoll process events
1 04% 96.5% 2 0.9% ngx open and stat file

- BX : BHITEAEZRI0ZER
$151 : HRIREEIHI TR ERF T EIHREN
2% . SRIREBHTIIENB DL
351 : éuau EUNE 2 BBV EURA AR TR BRI B St
F4%1 . SRIREBREAEAREGEFEIFT EHIEUSFD
5% : SRIREBREFERRESTIESMNE S
651 : BREIEFR

LLI—LLI—




stub statusfRIRIEIENginx Q el

=R -

ngx_http stub status module , 18 --with-http stub status module/SFfEIR

IhgE :

EEHTTPREZ , SCATESMinginx AYIERIRZS.

FIHEUEEFRTEZAET |, FILRIHES S B workeri#i2 , Bf{Treload F2SEEL
&80 , (BRF RS EUES0

Syntax: stub_status;
Default: —

Context: server, location



stub_statustRERAY UEI=I0n Q i

Active connections: 1

server accepts handled requests
2511 2511 4764

Reading: 0 Writing: 1 Waiting: 0

* Active connections

- HEIEFimSNeinx[BJIYTCPIEEEEY . & F NHEReading, Writing, Waitingg{ &2
* accepts

- BNginx/3alite , 5EFIRE OIHER S
handled

- BINginx/gaie , IETNEFimERSE. RZEBEEworker connectionsBRE , 1%{BESacceptstH[E]

* requests

- BENginx[E5iE , MIBTHEFimsREE, BTHFEHTTP Keep-AlivelgK , flrequestsfEE KT handled(E

* Reading
« IEFEIEENHTTPIE R L EBAVIER DAY
* Writing
o IFEMEPimAIXN N AERE S E
* Waiting

. MPIZSHAJHTTP Keep-AlivelEiZER 3]
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