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• ���
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• ��CPU"
! 

• ��	�"
! 

• ��%#IO"
! 

• ��)'��"
! 

• ������

• )����)����10G.25G.40G&

• %#��$#���IOPS�BPS��

• CPU���"�-���"�����"(����"��

• 	����"*,+�

• ��������	��DNS



���Nginx��CPU������

• ������CPU��
• master-worker�;-&%

• worker;-!=����/�CPU'!

• Nginx�� ����
��CPU��
• worker;-���2�#���8�CPU

• worker;-?��+���<�:)6 

• worker;-!=��/�CPU'!

• worker;-��9*A�API�7��8�CPU

• �40
,.�"(�

• ��	�������
• ��	�3�*CPU$>,#?

• ���15�6:),@Nginx;-



��worker�����

Syntax: worker_processes number | auto;

Default: worker_processes 1; 
Context: main



�	"�CPU������������

• �����������

• �3)%2/�7
�9!!%�7#

• OS1�*,	�4�"�3)����/�7#��%�6

• !�API��� �
����CPU

• 5��9.��%8�API

• '��/5��9.���CPU�(&

• �����$%8�API

• �� 0-+��
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• R64�&�64��64;��0�>
• S�!��-���<��0�$�#�+�����	�>
• D���!��	���9���64�7.�=0�,"�!�)>
• Z�'�7.�2%��7.�8/���,(7.5*wait4()135*�: >
• T
%�7.�SIGSTOP� SIGSTP� SIGTIN� SIGTOU	��
%64>



������	
• Nginx worker������R
�

• R �!*"�,��cpu����()�+�.

• ����������	
• 	�*"-��

• ��CPU�/�*"�%"����/�*"�%"
• #

• ����
• '�����-�&�

• Cost: <5us
• ������
• ��'���

• ��*"�
$
• �cpu

https://baike.baidu.com/item/CPU
https://baike.baidu.com/item/%E8%BF%9B%E7%A8%8B
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Syntax: listen address[:port] [deferred];
Default: listen *:80 | *:8000; 
Context: server

��TCP_DEFER_ACCEPT �	�����
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• Vmstat

• Dstat

• Pidstat -w
• cswch/s�����
• nvcswch/s:�
�	�



����CPU��	
���
• Nice�����:  -20  -- 19

• Priority������0-139 #define DEFAULT_PRIO (MAX_RT_PRIO + NICE_WIDTH /2) 



O1����CFS�
• ������	

• ��
• +-5

• ��
• CPU���	�
• IO���	�

• �
�
��
• 5ms-800ms

#define SCALE_PRIO(x, prio) \
max(x * (MAX_PRIO - prio) / (MAX_USER_PRIO/2), MIN_TIMESLICE)  

static unsigned int task_timeslice(task_t *p)  
{  

if (p->static_prio < NICE_TO_PRIO(0))  
return SCALE_PRIO(DEF_TIMESLICE*4, p->static_prio);  

else  
return SCALE_PRIO(DEF_TIMESLICE, p->static_prio);  

} 



��worker���	
���

Syntax: worker_priority number;
Default: worker_priority 0; 
Context: main



worker�������
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• RSS� Receive Side Scaling
• ����	��

• RPS� Receive Packet Steering
• ����	��

• RFS� Receive Flow Steering

RPS RFS



��CPU������worker_cpu_affinity



��worker���CPU

Syntax: worker_cpu_affinity cpumask ...;
worker_cpu_affinity auto [cpumask];

Default: —
Context: main
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SYN_SENT��

• net.ipv4.tcp_syn_retries = 6
• ��	��
���SYN�����

• net.ipv4.ip_local_port_range = 32768    60999
• 	��
���������
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Syntax: proxy_connect_timeout time;
Default: proxy_connect_timeout 60s; 
Context: http, server, location

Syntax: proxy_connect_timeout time;
Default: proxy_connect_timeout 60s; 
Context: stream, server



SYN_RCVD��

• net.ipv4.tcp_max_syn_backlog
• SYN_RCVD�������	

• net.ipv4.tcp_synack_retries
• ������
��SYN/ACK����	
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����SYN���

$�86(B�@��IP��4SYN!&��?�0backlogC���*��

�9�/�3 *�

• net.core.netdev_max_backlog
• "#:7�D�+;	.�<-�24!&C�A�

• net.ipv4.tcp_max_syn_backlog
• SYN_RCVD1�>"4)��%

• net.ipv4.tcp_abort_on_overflow
• =
�29(��',4SYN5"��RST���>"



tcp_syncookies

��	� �����

SYN��
���cookie
• net.ipv4.tcp_syncookies = 1

• �SYNC�1��*4SYN�>�C��<9
cookie	�

SYN+ACK�4���=��!7�/��!7�$)+�-

�.%$)�'�4cookieA*��?&

• 3�cookie�2���5B��;0+",TCP�@�

:�(���#�6�D+B 8
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Syntax: worker_rlimit_nofile number;
Default: —
Context: main

• �����	

• fs.file-max 

• ���������	��

• ��fs.file-nr������
���������

• fs.file-nr = 21632 0 40000500

• ���


• /etc/security/limits.conf

• root soft nofile 65535

• root hard nofile 65535

• ����



��worker����	��


Syntax: worker_connections number;
Default: worker_connections 512; 
Context: events

��Nginx������
�	�
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• SYN�
��	�

• net.ipv4.tcp_max_syn_backlog = 262144

• ACCEPT����	�

• net.core.somaxconn

• �����backlog	���

Syntax: listen address[:port]  [backlog=number]

Default: listen *:80 | *:8000; 
Context: server
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TCP Fast Open
• net.ipv4.tcp_fastopen�����TFO��

• 0��'

• 1�����!�����TFO

• 2����������TFO

• 3��"����!#����%����TFO

Syntax: listen address[:port] [fastopen=number];
Default: listen *:80 | *:8000; 
Context: server

• fastopen=number
• �)���� SYN���*
��&����TFO$�(	 ��&�
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• �	

•  �1-�")/�*���

����2�,03

• Nginx�limit_rate&1/��#
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• !�	'(����

• -��%���.$����$
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• �
��

•  ��.��

• ����
•  �����
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linux� 

TC
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nginx

	.,
�/�

%/
proc/
sys/
net/
core/
wmem
_defaul
t��

�	.(" $��

send�!

MSS�+1

MSS�+2

MSS�+3

�#���	.

("��MSS
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�

snd_timeo�1�)��'0
&,�
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nginx�������
��

Syntax: send_timeout time;
Default: send_timeout 60s; 
Context: http, server, location

Syntax: client_body_timeout time;
Default: client_body_timeout 60s; 
Context: http, server, location

• ��������

• ��	�����

• ������

Syntax: proxy_timeout timeout;
Default: proxy_timeout 10m; 
Context: stream, server



����

• ������

• net.ipv4.tcp_retries1 = 3
• !��'��� ���

• net.ipv4.tcp_retries2 = 15
• !��'�	$TCP#�

• ��"�����&����%�
�����retries�����!��'



TCP���

• net.ipv4.tcp_rmem = 4096        87380   6291456
•  �����&%��&����	�����net.core.rmem_max

• net.ipv4.tcp_wmem = 4096        16384   4194304
• ������&%��&����	�����net.core.wmem_max

• net.ipv4.tcp_mem = 1541646      2055528 3083292
• �����
�&��
���#�&����	��$��"

• net.ipv4.tcp_moderate_rcvbuf = 1
• ����!�����

Syntax: listen address[:port] [rcvbuf=size] [sndbuf=size];
Default: listen *:80 | *:8000; 
Context: server
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net.ipv4.tcp_adv_win_scale = 1

���� = buffer / (2^tcp_adv_win_scale)



BDP=��x�����
=	�/��



��Nagle���

Syntax: tcp_nodelay on | off;
Default: tcp_nodelay on; 
Context: http, server, location

• Nagle��

• ����������	�����

• �
��	�����

• ��
��������

• ������

• 	�����
�Nagle���tcp_nodelay off

• ��������Nagle���tcp_nodelay on

Syntax: tcp_nodelay on | off;
Default: tcp_nodelay on; 
Context: stream, server

���HTTP KeepAlive���



Nginx���
��	���

Syntax: postpone_output size;
Default: postpone_output 1460; 
Context: http, server, location



��CORK���

Syntax: tcp_nopush on | off;
Default: tcp_nopush off; 
Context: http, server, location

���sendfile on
��������	�����������
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• 	���

• ���������

• �������
����
• ������

• ���
• �	���������
�
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• ��

• �������
�cwnd����
��
• ���1�ACK�cwnd = cwnd +1
• ��"�RTT�cwnd = cwnd * 2

• ���������threshold
• �������


• ���1�ACK�cwnd = cwnd + 1/cwnd
• ��"�RTT��
	1

• ����
• � !����


• RTO���threshold = cwnd/2, cwnd =1 
• Fast Retransmit���3�duplicate ACK�cwnd = cwnd/2�threshold = cwnd

• ���

• �Fast Retransmit����cwnd���threshold + 3*MSS
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RTT�RTO

• RTT�Round Trip Time

• ����

• ��

• ��������

• ������

• ���������

• 
RTO

• RTO� Retransmission TimeOut

• ����	��



TCP�Keep-Alive��

• ����

• ����	��


• �������������������



TCP�Keep-Alive��
• Nginx�Tcp keepalive

• so_keepalive=30m::10

• keepidle, keepintvl, keepcnt

• Linux�tcp keepalive

• ������

• net.ipv4.tcp_keepalive_time = 7200

• �	�����

• net.ipv4.tcp_keepalive_intvl = 75

• �	�
��

• net.ipv4.tcp_keepalive_probes = 9



TCP��
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• CLOSE_WAIT�


• 	��������	������

• LAST_ACK�


• �
���������������FIN�ACK��



�������
�

• fin_wait1
�

• net.ipv4.tcp_orphan_retries = 0

• ��FIN�����
�0���8

• fin_wait2
�

• net.ipv4.tcp_fin_timeout = 60

• �	�FIN_WAIT_2�����

• time_wait
�	�����



TIME-WAIT�����������
�

• MSL(Maximum Segment Lifetime)

• �������

• ��2MSL	��TIME-WAIT��

• ���	�����
���

�������



TIME_WAIT���tcp_tw_reuse

• net.ipv4.tcp_tw_reuse = 1
• �������� ��$�


�������TIME-WAIT��

� 	

• ��timestamp�����!#


��"%����

• net.ipv4.tcp_timestamps = 1



TIME_WAIT��

• net.ipv4.tcp_tw_recycle = 0
• �����#����,�%��4���)TIME-WAIT(�*,

• ��	�"&3�� �185�-.!0�2�'�

• net.ipv4.tcp_max_tw_buckets = 262144
• time_wait(�0�*$��6

• /��+�
70�



lingering_close�������

�Nginx� ��*!close�-+���)��&����
��%��$

���	�������%�,RST��-+���(��%"��
RST'�

#�http response



lingering����
Syntax: lingering_close off | on | always;
Default: lingering_close on; 
Context: http, server, location

Syntax: lingering_time time;
Default: lingering_time 30s; 
Context: http, server, location

Syntax: lingering_timeout time;
Default: lingering_timeout 5s; 
Context: http, server, location

• off��<3
• on�-Nginx
���,�5($����&�chunk�2Content-Length�:1� �,3��	
� �<9�

• always��%��,3

�3�, �";.6�,�5(��. ;�8��/��<9�

�3�, �'*��0!��+5(���8�47 ��)#���8�	/��<9�



�RST�	����
�����

Syntax: reset_timedout_connection on | off;
Default: reset_timedout_connection off; 
Context: http, server, location

���"��������	���!����	�RST�� ��
"�

������!��



TLS/SSL������

Syntax: ssl_session_cache off | none | [builtin[:size]] [shared:name:size];
Default: ssl_session_cache none; 
Context: http, server

• off
• ��+Session2���Nginx��4�&.�5��0Session2��3�+

• none
• ��+Session2�

• builtin
• �+Openssl-Session2��,	�����+� ����9��0-�)7"8���
�9�worker6/%�Session2�!*$

• shared:name:size
• ���
���� 'worker6/#�Session2�(�:1MB�1�+	4000�Session



TLS/SSL������tickets

Syntax: ssl_session_tickets on | off;
Default: ssl_session_tickets on; 
Context: http, server

Syntax: ssl_session_ticket_key file;
Default: —
Context: http, server

Nginx�	;Session�1!��tickets���6�"4���"4�-�<TLS=$&��
tickets�0Nginx9�D:��/	;SessionE
	;3:8.)'�Nginx@7��/�
2��TLS/SSL1��,��*��C?� AB5
)#tickets�>E
(���	;3:+��

�/	;3:&��tickets1�>%��



HTTP���

Syntax: keepalive_requests number;
Default: keepalive_requests 100; 
Context: http, server, location

Syntax: keepalive_requests number;
Default: keepalive_requests 100; 
Context: upstream

• �
���

• ���
������
���������

• ��TCP�	�����

���



gzip��

Syntax: gzip on | off;
Default: gzip off; 
Context: http, server, location, if in location

���

������http���	�����


���

ngx_http_gzip_module���--without-http_gzip_module����
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�����

Syntax: gzip_types mime-type ...;
Default: gzip_types text/html; 
Context: http, server, location

Syntax: gzip_min_length length;
Default: gzip_min_length 20; 
Context: http, server, location

Syntax: gzip_disable regex ...;
Default: —
Context: http, server, location

Syntax: gzip_http_version 1.0 | 1.1;
Default: gzip_http_version 1.1; 
Context: http, server, location



���	�����

Syntax: gzip_proxied off | expired | no-cache | no-store | private | no_last_modified | no_etag | 
auth | any ...;

Default: gzip_proxied off; 
Context: http, server, location

• off
• �'�(� !��

• expired
• ��� �����Expires�+���
�!�,�$%�,�*�"��	&���'��

• no-cache
• ��� ������Cache-Control��+���
��”no-cache”
��'��

• no-store
• ��� ������Cache-Control��+���
��”no-store”
��'��

• private
• ��� ������Cache-Control��+���
��”private”
��'��

• no_last_modified
• ��� ������Last-Modified��+��'��

• no_etag
• ��� ������ETag��+��'��

• auth
• ����#)�����Authorization��+��'��

• any
• '���(� !��



������

Syntax: gzip_comp_level level;
Default: gzip_comp_level 1; 
Context: http, server, location

Syntax: gzip_buffers number size;
Default: gzip_buffers 32 4k|16 8k; 
Context: http, server, location

Syntax: gzip_vary on | off;
Default: gzip_vary off; 
Context: http, server, location



������http2��

����http/1.x��

����	
��




�IO���

• 
���

• ��	�
• ���
• 	���
• BPS����������
• IOPS��
• 
��

• ��	�
• ���
• 	���
• BPS�
• IOPS��������
• �
��



��
	IO
• ���

• Sendfile���

• ����SSD�

• ����

• AIO

• 	
error_log��

• ��access_log

• ��access_log

• ���proxy buffering?

• syslog����IO

• ���thread pool



��IO����
	��



	��������IO

Syntax: directio size | off;
Default: directio off; 
Context: http, server, location

�������
���size��	�directIO�����Buffered IO����

���������

Syntax: directio_alignment size;
Default: directio_alignment 512; 
Context: http, server, location



��IO



��IO

Syntax: aio on | off | threads[=pool];
Default: aio off; 
Context: http, server, location

Syntax: aio_write on | off;
Default: aio_write off; 
Context: http, server, location



���IO���

����--with-threads



�����

Syntax: thread_pool name threads=number [max_queue=number];
Default: thread_pool default threads=32 max_queue=65536; 
Context: main



��IO����

Syntax: output_buffers number size;
Default: output_buffers 2 32k; 
Context: http, server, location

����������	���
gzip�����



empty_gif��

• ���

• ngx_http_empty_gif_module@��eb--without-http_empty_gif_moduleLG@�

• ���

• ��Nhg�G-Z��>8�H	a O[A��N/DI�152iU:GET_A��QY

�B\�]>DOM?I+TCS�.�_Ad9�ECS;%�R1*1Igif�E�M;%�
43

"V��4e&_Agif�E�'�_A�0G-Z��,�1=��j

• Nginx���access7)�X��_A�5�cRP^G-Z�j�W�KJ�`�1x1I6�

<KJIOCS�empty_gif@�$�E3��#���*�!Ff(j

Syntax: empty_gif;
Default: —
Context: location



access�����

Syntax: access_log path [format [buffer=size] [gzip[=level]] [flush=time] [if=condition]];
Default: access_log logs/access.log combined; 
Context: http, server, location, if in location, limit_except

buffer��64KB

gzip�����1


	zcat����



error.log	�����
• �
�

• ��������*,��%+&��debug"
�����debug"
�)���� �#*

,�#�������'	����

• �����
• error_log memory:32m debug;

• �����	����

• gdb -p [worker(!id] -ex "source nginx.gdb"  --batch

• nginx.gdb$���

set $log = ngx_cycle->log 
while $log->writer != ngx_log_memory_writer 

set $log = $log->next 
end 
set $buf = (ngx_log_memory_buf_t *) $log->wdata 
dump binary memory debug_log.txt $buf->start $buf->end 



syslog��
���	�

�����



Nginx syslog

• server
• �	syslog�����

• facility
• ��RFC3164��
��kern�, �user�, �mail�, �daemon�, �auth�, 

�intern�, �lpr�, �news�, �uucp�, �clock�, �authpriv�, �ftp�, 

�ntp�, �audit�, �alert�, �cron�, �local0�..�local7�

• ��locaI7

• severity
• �	access.log�������info�

• tag
• �	���tag����”nginx”

• nohostname
• ��syslog������hostname



rsyslog�nginx

rsyslog���

$ModLoad imudp

$UDPServerRun 514

local6.*                                                /var/log/nginx.log



sendfile�������

���
��

������	�



sendfile
	�IO
��IO�����

location /video/ { 
sendfile on; 
aio on; 
directio 8m; 

} 

�������8M	��
AIO�directio



gzip_static��

Syntax: gzip_static on | off | always;

Default: gzip_static off; 
Context: http, server, location

���

ngx_http_gzip_static_module���--with-http_gzip_static_module
���

���

����	.gz����response��gzip��header��.gz����



gunzip��

���

ngx_http_gunzip_module�" --with-http_gunzip_module����

���

�������gzip��������	�������	����
!����

Syntax: gunzip on | off;
Default: gunzip off; 
Context: http, server, location

Syntax: gunzip_buffers number size;
Default: gunzip_buffers 32 4k|16 8k; 
Context: http, server, location



tcmalloc

http://goog-perftools.sourceforge.net/doc/tcmalloc.html

• ��������

• �����glibc

• ����������	

• ���
��

• �������




��	�

• �google perf tools���tcmalloc�
• https://github.com/gperftools/gperftools/releases

• �nginx
������
• C�����	�������

• ��configure���������

• --with-cc-opt=OPTIONS              set additional C compiler options

• ��configure���
�����

• --with-ld-opt=OPTIONS              set additional linker options

• --with-ld-opt=-ltcmalloc

https://github.com/gperftools/gperftools/releases


��gperftools��nginx����
• gperftools��

• https://github.com/gperftools/gperftools/releases
• 	��

• �	��
• pprof --text

• �����
• pprof --pdf
• ��graphviz

• ���
• https://github.com/libunwind/libunwind/releases

• 
��
• ngx_google_perftoos_module��--with-google_perftools_module�


Syntax: google_perftools_profiles file;
Default: —
Context: main

https://github.com/gperftools/gperftools/releases
https://github.com/libunwind/libunwind/releases


���
�	

2 0.9%  51.3%      166  73.5% ngx_epoll_process_events

1   0.4%  96.5%       2     0.9%   ngx_open_and_stat_file

• ���������10�

�1�����������������

�2��������!����

�3�����	������ ����!����

�4�����	�� �������������

�5�����	�� ������!������

�6����
�



stub_status����Nginx

���

ngx_http_stub_status_module�0---with-http_stub_status_module�$��

���

0-HTTP�����& nginx%/�#�1

),�������������),
���worker.'���+reload���*�

�!0�	"�(��*��!0

Syntax: stub_status;
Default: —
Context: server, location



stub_status������

• Active connections
• �	��,�Nginx<(TCP6� �-��=Reading>Writing>Waiting :��

• accepts
• /Nginx�
3����,�+5(6�� 

• handled
• /Nginx�
3��&5(��,6�� ?�"%!4�worker_connections9.�0��accepts)

• requests
• /Nginx�
3��&5(��,1$� ?'���HTTP Keep-Alive1$��requests����handled�

• Reading
• #�2�HTTP1$�8(6�� 

• Writing
• #����,�7��(6�� 

• Waiting
• �	*;(HTTP Keep-Alive6�� 

Active connections: 1 
server accepts handled requests
2511 2511 4764 

Reading: 0 Writing: 1 Waiting: 0 
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