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https://github.com/kubernetes/ingress-nginx/blob/master/rootfs/etc/nginx/template/nginx.tmpl
https://github.com/nginxinc/kubernetes-ingress/blob/master/internal/configs/version1/nginx.tmpl
https://github.com/nginxinc/kubernetes-ingress/blob/master/internal/configs/version1/nginx.ingress.tmpl


reload流程

不停机载入新配置

Master Master 

W W W W

W W W W

W W

W W

Master进程使用新配置
启动新的worker进程

更新nginx.conf配置文件
向Master发送SIGHUP信号

或者执行nginx -s reload

老配置Worker进程在完成已存
在连接时优雅的退出

Nginx始终保持运行中，平滑
的更换了配置文件
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•
• networking.v1beta1.IngressClass
• networking.v1beta1.Ingress

•
• core.v1.Endpoints

•
• core.v1.Service

•
• core.v1.Secret

•
• core.v1.ConfigMap
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•
• BasicAuth ClientCA

TokenAuth BootstrapToken
RequestHeader
WebhookTokenAuth
Anonymous OIDC
ServiceAccountAuth

•
• AlwaysAllow AlwaysDeny

ABAC Webhook RBAC
Node

•
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$HOME/.kube/config
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worker_processes 4; 

worker_cpu_affinity 0001 0010 0100 1000;

events {  worker_connections 2048; }

http {

upstream backend {    10.244.1.3 weight=1;     10.244.0.9 weight=3;    least_conn;    }

server {

listen 80;

server_name www.taohui.pub;

subs_filter_types text/html text/css text/xml; 

subs_filter st(\d*).taohui.tech $1.taohui.org.cn ir;

location /private/ { auth_request /auth; ... } 

location = /auth {     proxy_pass http://auth.taohui.tech;     }

location /ajp {   ajp_pass backend;  }

}

}

stream {

}
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http://www.taohui.pub/
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HTTP请求处理阶段 子阶段 模块举例 指令

openssl lua_nginx_module ssl_certificated_by_lua

rewrite ngx_http_opentracing_module enable-opentracing: "true"

preaccess ngx_http_limit_req_module
ngx_http_limit_conn_module

limit-rps “100”
limit-connections “5”

access ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

auth-type: “digest”
auth-url: “url”
modsecurity

content nginx_ajp_module ajp_pass tomcats;

upstream lua-upstream-nginx-module balance_by_lua

filter ngx_http_brotli_filter_module enable-brotli “true”

log nginx-influxdb-module enable-influxdb “true”
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https://opentracing.io/
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https://github.com/opentracing-contrib/nginx-opentracing
https://github.com/opentracing/opentracing-cpp
https://github.com/jaegertracing/jaeger-client-cpp
https://github.com/rnburn/zipkin-cpp-opentracing
https://github.com/DataDog/dd-opentracing-cpp
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HTTP请求处理阶段 子阶段 模块举例 指令

openssl lua_nginx_module ssl_certificated_by_lua

rewrite ngx_http_opentracing_module enable-opentracing: "true"

preaccess ngx_http_limit_req_module
ngx_http_limit_conn_module

limit-rps “100”
limit-connections “5”

access ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

auth-type: “digest”
auth-url: “url”
modsecurity

content nginx_ajp_module ajp_pass tomcats;

upstream lua-upstream-nginx-module balance_by_lua

filter ngx_http_brotli_filter_module enable-brotli “true”

log nginx-influxdb-module enable-influxdb “true”
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http://nginx.org/en/docs/http/ngx_http_limit_req_module.html
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http://nginx.org/en/docs/http/ngx_http_limit_conn_module.html
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http://nginx.org/en/docs/http/ngx_http_core_module.html
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https://github.com/ElvinEfendi/lua-resty-global-throttle
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HTTP请求处理阶段 子阶段 模块举例 指令

openssl lua_nginx_module ssl_certificated_by_lua

rewrite ngx_http_opentracing_module enable-opentracing: "true"

preaccess ngx_http_limit_req_module
ngx_http_limit_conn_module

limit-rps “100”
limit-connections “5”

access ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

auth-type: “digest”
auth-url: “url”
modsecurity

content nginx_ajp_module ajp_pass tomcats;

upstream lua-upstream-nginx-module balance_by_lua

filter ngx_http_brotli_filter_module enable-brotli “true”

log nginx-influxdb-module enable-influxdb “true”
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• auth_digest [“realm string” | off]
• nginx.ingress.kubernetes.io/auth-type: “digest”

• auth-realm: "realm string"

• auth_digest_user_file
• auth-secret-type: [auth-file|auth-map]
• auth-secret: secretName

• auth_digest_timeout
• auth_digest_expires
• auth_digest_drop_time
• auth_digest_evasion_time
• auth_digest_replays
• auth_digest_maxtries
• auth_digest_shm_size
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https://datatracker.ietf.org/doc/html/rfc2617
https://github.com/atomx/nginx-http-auth-digest


•
•

•
• [“realm string” | off]

• nginx.ingress.kubernetes.io/auth-type: “basic”

• auth-realm: "realm string"

•

• auth-secret-type: [auth-file|auth-map]

• auth-secret: secretName
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http://nginx.org/en/docs/http/ngx_http_auth_basic_module.html
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http://nginx.org/en/docs/http/ngx_http_auth_request_module.html
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HTTP请求处理阶段 子阶段 模块举例 指令

openssl lua_nginx_module ssl_certificated_by_lua

rewrite ngx_http_opentracing_module enable-opentracing: "true"

preaccess ngx_http_limit_req_module
ngx_http_limit_conn_module

limit-rps “100”
limit-connections “5”

access ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

auth-type: “digest”
auth-url: “url”
modsecurity

content nginx_ajp_module ajp_pass tomcats;

upstream lua-upstream-nginx-module balance_by_lua

filter ngx_http_brotli_filter_module enable-brotli “true”

log nginx-influxdb-module enable-influxdb “true”
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HTTP请求处理阶段 子阶段 模块举例 指令

openssl lua_nginx_module ssl_certificated_by_lua

rewrite ngx_http_opentracing_module enable-opentracing: "true"

preaccess ngx_http_limit_req_module
ngx_http_limit_conn_module

limit-rps “100”
limit-connections “5”

access ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

auth-type: “digest”
auth-url: “url”
modsecurity

content nginx_ajp_module ajp_pass tomcats;

upstream lua-upstream-nginx-module balance_by_lua

filter ngx_http_brotli_filter_module enable-brotli “true”

log nginx-influxdb-module enable-influxdb “true”
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HTTP请求处理阶段 子阶段 模块举例 指令

openssl lua_nginx_module ssl_certificated_by_lua

rewrite ngx_http_opentracing_module enable-opentracing: "true"

preaccess ngx_http_limit_req_module
ngx_http_limit_conn_module

limit-rps “100”
limit-connections “5”

access ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

auth-type: “digest”
auth-url: “url”
modsecurity

content nginx_ajp_module ajp_pass tomcats;

upstream lua-upstream-nginx-module balance_by_lua

filter ngx_http_brotli_filter_module enable-brotli “true”

log nginx-influxdb-module enable-influxdb “true”
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http://www.icicelb.org/ellb/contents/2019/11/elb-10-11-02.pdf
https://github.com/google/brotli
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HTTP请求处理阶段 子阶段 模块举例 指令

openssl lua_nginx_module ssl_certificated_by_lua

rewrite ngx_http_opentracing_module enable-opentracing: "true"

preaccess ngx_http_limit_req_module
ngx_http_limit_conn_module

limit-rps “100”
limit-connections “5”

access ngx_http_auth_digest_module
ngx_http_auth_basic_module
ngx_http_modsecurity_module

auth-type: “digest”
auth-url: “url”
modsecurity

content nginx_ajp_module ajp_pass tomcats;

upstream lua-upstream-nginx-module balance_by_lua

filter ngx_http_brotli_filter_module enable-brotli “true”

log nginx-influxdb-module enable-influxdb “true”
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Metric Type Description

method string The HTTP request method that has been given as a reply to the caller

status integer
The HTTP status code of the reply from the server (refer to RFC 
7231 for more details)

bytes_sent integer The number of bytes sent to a client body + header

body_bytes_sent integer The number of bytes sent to a client only for body

header_bytes_sent integer The number of bytes sent to a client for header and body

request_length integer Request length (including request line, header, and request body)

uri string The called uri (e.g: /index.html)

extension string The extension of the served file (e.g: js, html, php, png)

content_type string The content type of the response (e.g: text/html)

request_time string Request processing time in seconds with a milliseconds resolution

2021/5/27 https://www.nginx.org.cn

https://tools.ietf.org/html/rfc7231#section-6.1


•
•
•
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•
•

•
•
•

• influxdb
• server_name
• host
• port
• measurement
• enabled

• influxdb_dynamic_fields
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•

• --with-http_ssl_module \

• --with-http_stub_status_module \

• --with-http_realip_module \

• --with-http_auth_request_module \

• --with-http_addition_module \

• --with-http_geoip_module \

• --with-http_gzip_static_module \

• --with-http_sub_module \

• --with-http_v2_module \

• --with-stream \

• --with-stream_ssl_module \

• --with-stream_realip_module \

• --with-stream_ssl_preread_module \

• --with-threads \

• --with-http_secure_link_module \

• --with-http_gunzip_module"
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•

• --ingress-class=blog
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• nginx.org/location-snippets

• nginx.org/server-snippets
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Custom Annotations
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